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1

General information about the hopf NTP package
The hopf NTP package is suitable for the following Windows 64 bit operating systems:
e Windows 7/8/8.1/10
e Server 2012 /2012R2 /2016
It can be downloaded in the download area of the Aopf homepage (www.hopf.com).

The package includes a NTP client software for synchronization of the PC and provides a NTP
Time Server function for other NTP clients which are connected to the PC.

The NTP client software can be configured for synchronization via one of the following time
sources:

e Protocol for NTP/SNTP via TCP/IP (e.g. from hopf GPS Time Server
8029/8030/7273/7274)

e Serial data string hopf Standard String (6021)
e Serial data string hopf Binary String without PPS pulse
e Serial data string hopf Binary String with PPS pulse

Installing and enabling Aopf NTP Time
Synchronization Service

To install the hopf NTP Time Synchronization Service just start the exe-file
"hopf NTP-TimeSyncServiceSetup.exe" with administrator privileges and follow the guided
installation process.

When the exe-file is started, the following window is shown:

ﬁ hopf MTP TimeSyncService - InstallShield Wizard >

Welcome to the Installshield Wizard for
hopf NTP v4.2.8p11 Time Synchronization
Service

Elpktronik GmbH

Network Time Protocol | The InstallShield(R) Wizard will install hopf NTP
NTP v4.2.8p11 TimeSyncService on your computer, To continue, dick
Mext.

WARNING: This program is protected by copyright law and
international treaties.

|m
il

Click on button "Next" to start the installation process.
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In order to install the synchronization service on your system please agree to the terms of

condition.
ﬁ hopf MTP TimeSyncService - InstallShield Wizard >
License Agreement
Please read the following license agreement carefully. apf
Efoktronik ™ GmbH
Copyright © 2018 hopf Elektronik GmbH ~

This software is provided by the authors "AS5 IS" and any express or implied warranties,
|induding, but not limited to, the implied warranties of merchantability and fitness for a
particular purpose are disdaimed.

In no event will hopf Elektronik GmbH be liable to any party for any direct, indirect, inddental,
special, exemplary or consequential damages of any type whatsoever related to or arising
from the use of this software offered in the current installation package, induding, without
limitation, procurement of substitute goods or services, any lost profits, business interruption,
lost zavings or loss of programs or other data, even if hopf Elektronik GmbH is expressly
advised of the possibility of such damages. This exdusion and waiver of liability applies to al
causes of action, whether based on contract, warranty, tort, or any other legal theories.

Print

(®) I accept the terms in the license agreement
()1 do not accept the terms in the license agreement

InstallShield

Click on button "Next" to select the directory path where you would like to install the
synchronization service. The default path is set to "C:\Program Files (x86)\Hopf\".

We highly recommend to use the default directory!

ﬁ hopf MTP TimeSyncService - InstallShield Wizard >
Destination Folder !
Click Mext to install to this folder, or dick Change to install to a different apf
folder, Efktronik ™ GebH
Inztall hopf MTP TimeSyncService to:
C:\Program Files (x86)\Hopf!, Change...
Installshield

Click on button "Next"
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The next step allows you either to install the full NTP package with all its features or to deselect
individual components. It's highly recommended to install the full package since all
components are needed in order to run the NTP synchronization service on your PC and to

ensure that the latest component versions are used.

If you select to install the full NTP package, the following window is shown. Please click on

button “Next” to go ahead.

ﬁ hopf MTP TimeSyncService - InstallShield Wizard

Setup Type

Please select a setup type.

(®) Complete

All program features will be installed. (Requires the most disk
space.)

@ will be installed. Recommended for advanced users.

Inztallshield

=

Choose which program features you want installed and where they

Cancel

X

Choose the setup type that best suits your needs. hapf

Elafitrontk GrabH

After setting all prerequisites the NTP Time Synchronization Service is ready to install.

ﬁ hopf MTP TimeSyncService - InstallShield Wizard

Ready to Install the Program

Click Inztall to begin the installation.

exit the wizard.

Inztallshield

< Back Inztall

If you want to review or change any of your installation settings, dick Back. Click Cancel to

Cancel

X

The wizard is ready to begin installation. hopf

Efefrronik Gt

Click on button "Install".
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INSTALLING AND ENABLING HOPF NTP TIME SYNCHRONIZATION SERVICE

After successful installation the following window is shown:

ﬁ hopf MTP TimeSyncService - InstallShield Wizard >
h InstaliShield Wizard Completed
F
Emrﬂ'émw
~ Network Tims Protocor | [ 1oBIShed Vi sy etled rpf

Because every fraction of a second

Cancel

< Back

After successful installation the configuration file of the NTP Time Sync Service has to be
adapted to the time source that shall be used for synchronization. For this purpose the file

ntp.conf has to be adapted.
Open the folder "C:\Program Files (x86)\HopfANTP)".

The file ntp.conf is located in this folder. This file includes the configuration of the NTP Service
for your specific use.

& = | NTP =
Home Share View
&« v 'T‘I > ThisPC » Local Disk (C:) > Program Files (x86) » Hopf > NTP v O Search NTP
Name Date modified Type Size
» Quick access .
__| HopfClock.drift 7/31/2018 5:08 PM  DRIFT File 1KB
I Desktop » - 7 2
.| HopfClock.log 11:33AM  Text Document 6KB
* Oownloads e [ instsrv.exe 2:51PM Application 0KB
% Documents | instsrv.pdb 182:51PM  PDB File K
&/ Pictures # 4 liberypto-1_1.dll 11/3/20179:43PM  Application extens... 2,044 K8
etc 4 license.bd 5 2 PM Text Document 5KB
g Local Disk (C:) B loopback-ppsapi-provider.dil 3 182:52PM  Application extens... 72KB
NTP || loopback-ppsapi-provider.exp 3/13/2018 2:52PM  EXP File 2KB
| loopback-ppsapi-provider.lib 3 LIB File 4KB
Temp N : 1 e,
| loopback-ppsapi-provider.pdb - PDB File 3452KB
@ OneDrive =] msver120.dil 11/3/20179:43PM  Application extens... 949 KB
7/16/201810:18AM  CONF File 4K8B
o b [Bepeont ] _
= [#5] ntpd.exe ! 1 Application 671KB
m¥ Network | ntpd.exp EXP File 2KB
| ntod.lib LIB File 3KB

Open the file ntp.conf by use of a text editor.
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3 Configuring the NTP config file
To adapt the ntp.conf file to your application, you have to activate the command lines which
are referring to the used time source by deleting the "#" as first character of the line.
The IP addresses told in the command lines for synchronization via serial string are fixed
addresses for the referring Aopf reference clock and don't have to be changed. Only the " X"
has to be replaced by the number of the used COM port of the PC.
Some examples:
1. |If you are using the hopf StandardString (6021) as time string format on COM port 2
the following lines should be set active:
server 127.127.38.2 prefer iburst minpoll 4 maxpoll 4 mode ©
fudge 127.127.38.2 flagl 1 flag2 © flag3 ©
2. If you are using the hAopf BinaryString (without PPS) as time string format on
COM port 4 the following lines should be set active:
server 127.127.38.4 prefer iburst minpoll 4 maxpoll 4 mode 1
fudge 127.127.38.4 flagl 1 flag2 © flag3 ©
3. If you are using the Aopf BinaryString with PPS as time string format on COM port 6
and want to listen on the ASSERT edge of the PPS line, the following lines should be set
active:
server 127.127.38.6 prefer iburst minpoll 4 maxpoll 4 mode 2
fudge 127.127.38.6 flagl 1 flag2 © flag3 ©
4. If you are using the Aopf BinaryString with PPS as time string format on COM port 7
and want to listen on the CLEAR edge of the PPS line, the following lines should be set
active:
server 127.127.38.7 prefer iburst minpoll 4 maxpoll 4 mode 2
fudge 127.127.38.7 flagl 1 flag2 1 flag3 ©
NTP package NTP package - V01.00 9/15
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Meaning of the flags:

Flag Possible values and description

flagl 0: the clock will not sync without a valid radio signal.

1: the clock will sync even without radio operation.

flag2 0: when using a PPS line the driver will listen on

the assert (rising) edge of the PPS signal.
1: the NTP driver will sync on the clear (falling) edge
of the PPS signal.

flag3 0: time_pps_kcbind: If kernel PPS processing is

supported, this binds the support to the associated
PPS interface instance.
This feature is not available on Windows systems!

Furthermore, it is also possible to configure additional (external) time server for redundancy
reasons as well as to achieve a higher synchronization precision. Let's assume your NTP time
server has the IP address 192.168.100.100 — in this case you can easily append the line

server 192.168.100.100 minpoll 4 maxpoll 4

to the NTP configuration file.

The NTP configuration file also supports the use of domain names instead of decided
IP addresses. So, if you would like to use a public time server for instance, you are free to
append the common domain name like:

server timeserver.eu minpoll 4 maxpoll 4

Description of the key words:

The server key word mobilizes a persistent client mode association with the specified
remote server or local radio clock.

The address 127.127.38. X refers to a serial Aopf reference clock which is connected to
the COM X port of the PC. Instead of the " X" the used COM port of the PC has to be set.

The prefer key word marks the server as preferred. All other things being equal, this host
will be chosen for synchronization among a set of correctly operating hosts.

When the server is unreachable, a burst of eight packets instead of the usual one will be
send by using the iburst parameter.

The minpoll and maxpoll options specify the minimum and maximum poll intervals for
NTP messages, as a power of 2 in seconds. As a standard it is not required to change the
pre-settings minpoll 4 and maxpoll 4.

The mode parameter allows you to define which time string format you are using. If this
parameter is not used mode 0 will be set automatically. Supported modes are as follows:

Mode Description
(%] Reading Hopf Standard (6021) String.
1 Reading Hopf Binary String.
2 Reading Hopf Binary String with a PPS line.
NTP package NTP package - V01.00 10/15
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3.1

3.2

3.3

Additional settings
The fudge parameter allows you to set certain properties of a given time source. For example

fudge 127.127.38.0 flagl 1 flag2 © flag3 ©

means that the hopf reference clock on COM port O will synchronize even without radio
operation and listens on the assert (rising) edge of the PPS signal. Please find the detailed
flag descriptions below:

Flag Possible values and description

flagl 0: the clock will not sync without a valid radio signal.

1: the clock will sync even without radio operation.

flag2 0: when using a PPS line the driver will listen on
the assert (rising) edge of the PPS signal.

1: the NTP driver will sync on the clear (falling) edge
of the PPS signal.

flag3 0: time_pps_kcbind: If kernel PPS processing is
supported, this binds the support to the associated
PPS interface instance.

This feature is not available on Windows systems!

Statistics

The default path of the statistic files is equal to the default install directory (which is
"C:\Program Files (x86)\HOpfANTP)". Please update these paths if you have changed the
default installation directory accordingly. Per default a log and a drift file are enabled to monitor
the synchronization process. However, you might en- or disable additional logging services
according to your needs. Check for suggested logging commands within the configuration file
or the official NTP configuration file documentation for further monitoring options.

Access Control Support

Using the restrict key word allows you to block undesired requests and queries. Several
additional parameters enable you to define what kind of services or requests should be
blocked. The nomodify parameter denies ntpq and ntpdc queries which attempt to modify the
state of the server. Further information and parameters about this feature can be find in the
official NTP configuration file documentation.
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3.4 Moreover

For further information and configuration options please check for the official NTP
configuration file documentation (www.ntp.org)

After you have adapted the ntp.conf file to your application and stored the changes in the
ntp.conf file:

e Make sure that no other time service beside the Aopf NTP Time Sync Service is active.
The service will be shown as "Network Time Protocol" service in the Windows service
manager. The Windows Time Server (e.g. W32time, Windows Time) or any other time
service beside NTP has to be deactivated.

i Services - X
File Action View Help
e Dbz Hml »mnp
2, Services (Local) Q\} Services (Local)
Network Time Protocol Name o Description Status Startup Type Log On As ~
£} Natural Authentication Signal aggregator service, t... Manual (Trigger ... Local System
%f l::hservice_ &1 Net.Tep Port Sharing Service Provides ability to share TC... Disabled Local Service
festan the senvice QNetIugan Maintains a secure channel... Manual Local System
{?,Netwkaunnectcd Devices A... Metwork Connected Device... Manual (Trigger ... Local Service
Description: . £k Network Connection Broker Brokers connections thatal... Running Manual (Trigger... Local System
Hopf NTP TimeSyncService £ Network Connections Manages objects in the Net... Manual Local System
18 Network Connectivity Assistant  Provides DirectAccess statu... Manual (Trigger ... Local System
6% Network List Service Identifies the networksto .. Running Manual Local Service
{E Network Location Awareness Collects and stores configu... Running Automatic Network Service
1€} Network Setup Service The Network Setup Service ... Manual (Trigger ... Local System
Q MNetwork Store Interface Service  This service delivers networ... Running Automatic Local Service
#3 Network Time Protocol Hopf NTP TimeSyncService  Running Automatic Local System
The Offline Files service per... Manual (Trigger... Local System
Helps the computer run m... Manual Local System
Manages payments and Nel.. Running Manual (Trigger ... Local Service
{3 Peer Name Resolution Protocol  Enables serverless peegdfa... Manual Local Service
+: Peer Networking Grouping Enables multi-party€fomm Manual Local Service
i) Peer Networking |dentity Mana... Provides identity’services f. Manual Local Service
&:Peformance Counter DLL Host  Enables remote users and 6... Manual Local Service
G Services - X
File Action View Help
e | Edz= Bml »mun
. Services (Local) ’E& Services (Local)
Windows Time Name * Description Status Startup Type Log On As B
i '{?_'Windows Insider Service Provides infrastructure sup... Manual (Trigger ... Local System
:’:;I;'"::‘:'; IR Qw.ndam Installer Adds, modifies, and remov... Manual Local System
synchronization on all clients and &k Windows License Manager Serv... Provides infrastructure sup... Running Manual (Trigger... Local Service
servers in the network. If this service G} Windows Management Instru...  Provides a common interfa... Running Automatic Local System
is stopped, date and time £k Windows Media Player Networ...  Shares Windews Media Pla... Manual Network Service
x:;?:;::ﬁ';;?:;::‘;‘ ::;::::S: i QWindom Mobile Hotspot Service Provides the ability to shar... Manual (Trigger ... Local Service
that explicitly depend on it will fail to Q Windows Modules Installer Enables installation, medifi... Manual Local System
start. &, Windows Perception Service Enables spatial perception, ... Manual (Trigger... Local Service
'S} Windows Push Notifications Sy... This service runs in session ... Running Automatic Local System
15 Windows PushTelnstall Service  Prevides infrastructure sup... Manual (Trigger ... Local System
Q Windows Remediation Service Remediates Windows Upda... Running Automatic (Dela.. Local System
1S Windows Remote Managemen... Windows Remote Manage... Manual Network Service
&) Windows Search Provides content indexing, ... Running Automatic (Dela... Local System
Windows Store Install Service Provides infrastructure sup... Manual Local System
Maintains date and time 5 Disabled Local Service
Enables the detection, dow... Running wal (Trigger ... Local System
lows-Pushbenachrichtigu...  This service hosts Windows... Running Automatic Local System
ShANnHTTP Web Proxy Auto-Disc... WinHTTP implements the... Running Manual Local Service
: Wired AutoConfig The Wired AutoConfig (DO... Manual Local System
i£1 WLAN AutoConfig The WLANSVC service prov... Manual Local System
&L WMI Performance Adapter Provides performance libra... Manual Local System
-E.;) Weork Folders This service synes files with... Manual Local Service
&k Workstation Creates and maintains clie..  Running Automatic Metwork Service

o Make sure that the Windows setting of PC is set to correct time zone and automatic switch-
over to daylight saving time (if used at site) is activated in the PC.

e Check the settings and the sync. status of the used reference clock (please see the

following clock configuration

information):

NTP package NTP package - V01.00

hopf Elektronik GmbH
Nottebohmstr. 41 « D-58511 Ludenscheid

+ Tel.: +49 (0)2351 9386-86 -«

Fax: +49 (0)2351 9386-93 -«

Internet: http://www.hopf.com «

12/15

E-Mail: info@hopf.com


http://www.ntp.org/

CLOCK CONFIGURATIONS

Elektronik GmbH

4.1

4.2

4.3

4.4

Clock configurations

For best syncing results please configure your clock device as follows:

Configuring for hopf Standard String (6021) [mode 0]

Parameter Setting
COM Port 9600 @ 8N1
Time Base uTC

Send scheme

At once with second forerun,
ETX at second change

Send cycle

Every second

Control characters

Send with <STX><ETX>, <CR><LF>

Configuring for hopf Binary String without PPS [mode 1]

Parameter Setting
COM Port 9600 @ 8N1
Time Base uTC

Send scheme

With delay with second forerun,
ETX at second change

Send cycle

Every second

Control characters

Send with <STX><ETX>, <CR><LF>

Configuring for hopf Binary String with PPS [mode 2]

Parameter Setting

COM Port 9600 @ 8N1

Time Base uTC

Send scheme At once (without forerun)
Send cycle Every second

Control characters

Send with <STX><ETX>, <CR><LF>

Configuring for protocol for NTP/SNTP (RFC 5905) via TCP/IP

Parameter Setting

Port NTP/SNTP LAN port of NTP Time Server

Time Base UTC

Protocol Protocol for NTP/SNTP (RFC 5905) has to be

enabled

LAN setting of port

It has to be ensured that the NTP client can
reach the LAN port of the NTP Time Server in
the network

Restart your PC to make sure that the changes in the ntp.conf file will be considered in the

hopf NTP Time Sync Service.

PLEASE NOTE: When the Aopf NTP Time Sync Service is started the
first time it will set the time of the PC hard!
After that the time will be set smoothly without time gaps.
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Verifying the NTP service

To check whether the NTP service is running properly you can use the NTPQ tool which is
available in your installation directory (per default this is "C:\Program Files (x86)\HopfANTP)".
Please open a command shell with administrator rights within your installation directory
(search for "cmd" within your Window start menu and change the path to your installation
directory by using the "cd" command). Entering the following command line allows you to
check the present state of the NTP service and its peers:

.\ntpg.exe -pn
If the service is running correctly you should see a similar response like this:

remote refid st t when poll reach delay offset jitter

*127.127.38.1 .PPS. o 1 1 16 1 0.000 0.137 0.027

Pay heed to the very first character of the line. If your peer is marked with a * or + your time
synchronization service is running properly. Further status characters are described in the
table below.

In case of an error you might see an output like this:

read: No such file or directory

In this case it is very likely that the NTP service did not start correctly. Please verify whether
your settings within ntp.conf are correct (see chapter ‘configuring the NTP config file’) or try
to restart your PC.

5.1 Interpreting the NTP state
The character in the left margin in the peers billboard, called the tally code, shows the fate of
each association in the clock selection process. Following is a list of these characters and a
short explanation of the condition revealed.

Character Description

Space The peer is discarded as unreachable, synchronized to this
server (synch loop) or outrageous synchronization distance.

X The peer is discarded by the intersection algorithm as a
falseticker.

- The peer is discarded by the clustering algorithm as an
outlyer.

+ The peer is a survivor and a candidate for the combining
algorithm.

# The peer is a survivor, but not among the first six peers
sorted by synchronization distance. If the association is
ephemeral, it may be demobilized to conserve resources.

* The peer has been declared the system peer and lends its
variables to the system variables.
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The following table shows a description of the evaluated parameters:

Parameter Description

remote Defines the individual time source by its address.

refid This value offers information of the signal type of the
peer. For example, if the time signal is based on a PPS
line, GPS signal or something similar.

st The stratum of the peer.

t Type of the peer (local, unicast, ..).

when When the last packet was received.

poll Polling interval in sec.

reach Reachability register.

delay Current estimated delay in ms.

offset The offset of the peer in ms.

jitter The dispersion of the peer in ms.

For further information and verification options please check for the official NTP documentation

at (www.ntp.orq)
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