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Version Numbers (Firmware / Description)

THE TERM SET DEFINES THE FIXED RELATIONSHIP BETWEEN THE IMAGE VERSION
AND THE ASSOCIATED H8 FIRMWARE VERSION.

THE FIRST TWO DIGITS OF THE TECHNICAL DESCRIPTION VERSION NUMBER, THE
SET VERSION AND THE IMAGE VERSION MUST BE THE SAME! THEY DESIGNATE THE
SHARED FUNCTIONAL IDENTITY BETWEEN DEVICE, SOFTWARE AND TECHNICAL DE-
SCRIPTION.

THE VERSION NUMBER OF THE IMAGE AND THE H8 SOFTWARE CAN BE READ IN THE
WEBGUI OoF BOARD 7274/7274RC (SEE CHAPTER 6.3.4.1 Device Information
AND CHAPTER 6.3.4.2 HARDWARE INFORMATION).

THE TWO DIGITS AFTER THE DOT IN THE VERSION NUMBER DESIGNATE CORREC-
TIONS TO THE FIRMWARE AND/OR DESCRIPTION WHICH HAVE NO EFFECT ON FUNC-
TIONALITY.

Downloading Technical Manuals

All current manuals of our products are available free of charge via our homepage on the
Internet.

Homepage: http://www.hopf.com

E-mail: info@hopf.com

Symbols and Characters

Operational Reliability

Disregard may cause damages to persons or material.

Functionality

Disregard may impact function of system/device.

Information

i 0

Notes and Information.
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Safety regulations

The safety regulations and observance of the technical data serve to en-
sure trouble-free operation of the device and protection of persons and
material. It is therefore of utmost importance to observe and compliance
with these regulations.

If these are not complied with, then no claims may be made under the
terms of the warranty. No liability will be assumed for any ensuing dam-
age.

Safety of the device

This device has been manufactured in accordance with the latest techno-
logical standards and approved safety regulations

The device should only be put into operation by trained and qualified staff.
Care must be taken that all cable connections are laid and fixed in position
correctly. The device should only be operated with the voltage supply in-
dicated on the identification label.

The device should only be operated by qualified staff or employees who
have received specific instruction.

If a device must be opened for repair, this should only be carried out by
employees with appropriate qualifications or by Aopf Elektronik GmbH.

Before a device is opened or a fuse is changed all power supplies must
be disconnected.

If there are reasons to believe that the operational safety can no longer
be guaranteed the device must be taken out of service and labelled ac-
cordingly.

The safety may be impaired when the device does not operate properly
or if it is obviously damaged.

CE-Conformity

This device fulfils the requirements of the EU directive 2014/30/EU "Electro-
magnetic compatibility" and 2014/35/EU "Low voltage equipment".

Therefore the device bears the CE identification marking
(CE = Communautés Européennes = European communities)

The CE indicates to the controlling bodies that the product complies with the
requirements of the EU directive - especially with regard to protection of health and safety for
the operator and the user - and may be released for sale within the common markets.
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DESCRIPTION NETWORK MANAGEMENT SERVER 7052RC E/emgebf

1 Description Network Management Server 7052RC
The Board 7052RC is designed for use in the modular Aopf systems 7001RC in 19" rack.

With the Board 7052RC, the hopf 7001RC system becomes a remote management system,
which is particularly suitable for companies in which the system must be managed from a
central office. This saves staff and time costs.

Secure access to the 7001RC system is thus ensured across every TCP / IP-enabled work-
station

Generally, the Board 7052RC provide functions and fields of applications
completely backward compatible to the Board 7050RC.

®

l The Board 7052RC can be used as direct replacements for already supplied
Boards 7050RC. The successor boards provide all functions, adjustment
options and protocols as offered by the Board 7050RC.

The Board 7020RC placed in this hopf system 7001RC must have at
least the firmware version 07.06 if the Board 7052RC is to be used as a
replacement for the Board 7050RC

The Board 7052RC is equipped with two Ethernet interfaces (ETHO and ETH1) 10/100/1000
Base-T (autosensing).

The Network Management Server 7052RC are used to configure and control 7001RC Sys-
tems.

The network connection of the Network Management Server 7052RC can be installed at any
desired point on the network.

Depending on the respective hopf system, these Boards can be implemented (even subse-
qguently) in the Base System.

A variety of management and monitoring functions are available (e.g. SNMP traps, E-mail
notification, Syslog messages).

Up to 8 TTL-compatible signals can be connected system-internally and monitored on the
Network Management Server 7052RC. A state change (edge change) of each of these signals
can be issued as an alarm message in the above-mentioned protocols via LAN.
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Extensive parameters are provided to suit the conditions of individual applications by means
of a variety of access / configuration channels.
o Depending on the clock system the accessibility of the Board 7052RC can be adjusted

in the network via the keyboard of the Aopf base system or via a Amc remote con-
nection.

e The boards are configured over Ethernet by means of a web browser:
o HTTP/HTTPS WebGUI (Graphical User Interface)
o or text-based menus over Telnet and SSH

e Various protocols (e.g. IPv4, IPv6, http, https, Telnet etc.) are available for the
Ethernet connection.

The Network Management Server 7052RC currently has unlockable features that are de-
scribed in Chapter 2.4 Activation of Functions (Activation Key):

o Network Interface Bonding / Teaming
e PRP (Parallel Redundancy Protocol) according to IEC62439-3
e Virtual LAN (VLAN) according to IEEE 802.1q

Overview of the functions of the Network Management Server 7052RC:

Two Ethernet Interfaces
e Auto negotiate
e 10 Mbps half-/full duplex
e 100 Mbps half-/full duplex
e 1 Gbps full duplex

Network Configuration
e DHCP
¢ Routing

¢ Bonding (NIC Teaming) Link aggregation according to IEEE 802.1ad
(Activation Key necessary)

¢ VLAN support according to IEEE 802.1q
(Activation Key necessary)

e PRP (Parallel Redundancy Protocol) according to IEC62439-3
(Activation Key necessary)

System Management (Activation Key necessary)
e E-mail notification
e Syslog messages to external syslog server
e SNMPv2c / SNMPv3, SNMP Traps (MIB-II, Private Enterprise MIB)

10/98 7052RC Network Management Server - V01.00

hopf Elektronik GmbH
Nottebohmstr. 41 < D-58511 Liidenscheid < Tel.: +49 (0)2351 9386-86 <« Fax: +49 (0)2351 9386-93 -« Internet: http://www.hopf.com « E-Mail: info@hopf.com



DESCRIPTION NETWORK MANAGEMENT SERVER 7052RC

Elektronik ‘ GmbH

Configuration Channel

HTTP/HTTPS WebGUI (browser-based)
Telnet
SSH

External LAN configuration tool (Amc - Network-Configuration-Assistant)
hopf 7001RC system hAmc, keypad and display — Board 7274RC only

Hot-plug functionality

Additional Features

Firmware Update via TCP/IP
Fail-safe

Watchdog circuit

Power management

System management

Customized security banner
External monitoring in- and outputs
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1.1  Overview of Assembly of Board 7052RC
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1.1.1

1.1.2

DIP Switch DS1

The board number in the Base System is set via DIP Switch DS1.

DIP Switch |Function
DS1

8 No function at present

No function at present

No function at present

Board number in System 7001RC
(see Chapter 3.2.1 Setting the Board Number for Base 7001RC)

RINWw OO |

MAC Address for ETHO and ETH1

Each LAN interface is clearly identifiable on the Ethernet via a unique MAC Address (hardware
address).

The MAC addresses given for the LAN interfaces can be read in WebGUI of the appropriate
board or be evaluated via the Amec Network Configuration Assistant.

The MAC address for ETH1 is incremented hexadecimal by 1 to the MAC address of ETHO.
Example:

e MAC address ETHO = 00:03:C7:12:34:59

e MAC address ETH1 = 00:03:C7:12:34:5A

The MAC address is uniquely assigned for each LAN interface by the company
hopf Elektronik GmbH.

®
l hopf Elektronik GmbH MAC addresses begin with 00:03:C7:XX:XX:XX.
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1.2 Front Panels of Board 7052RC
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DESCRIPTION NETWORK MANAGEMENT SERVER 7052RC

1.2.1 Overview of Functions of the Front Panel Elements

This chapter describes the individual front panel elements and their functions.

1.2.1.1 SEND LED

Q " | [senDLED Description
38" (yellow)
Flashing / flicker- | Normal case — indicates access to the internal system
ing bus. Board 7052RC is correctly integrated into the re-
spective System.
Off Board 7052RC is not ready for operation.
On Fault on Board 7052RC.

1.2.1.2 Reset Button (and Default Button)

The reset button is activated by means of a thin object through the hole in the
front panel next to the "Reset" inscription (see Chapter 2.2 Reset- (Default)
Button).

Reset
« O

B %

1.2.1.3 Status LEDs

«1‘% € MNG-LED System Management for Systems 7001RC
% (Green)
©eo On Standard, running
Off Not running
ERROR-LED Description
(Red)
Off Standard case, Board 7052RC is working.
3Hz flashing Fail-safe basic parameterization is not available (emer-
gency operation mode)
On Primary CPU of Board 7052RC does not show any ac-

tivity.

Operation-LED
(Green)

Description

On Standard case,
Board 7052RC is working

1Hz flashing Board 7052RC is booting the operating system.

3Hz flashing A firmware update (image) of Board 7052RC is going
to be implemented.

Off Board 7052RC is not ready for operation.
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1.2.1.4 USB Female Connector (Host)

o w w

The USB connection can be used for certain problems and after consulting the
oo _ | hopf support for a System recovery.
UsB

1.2.1.5 LAN Interface ETHO/ETH1

ETHO o LNK LED (Green) Description
= M|z Off 10 MBit Ethernet detected
On 100 MBit / 1 GBit Ethernet detected

Te
"
MN

=STITTTnT

[
ads

SPD LED (Yellow) Description
Off No LAN connection to a network

[
MN1

On LAN connection available

STITITTIT

ads

: Flashes Network activity at ETHO (transmission
ETH1 / reception)

Pin No. Assignment
TX_DA+
TX_DA-
RX_DB+
BI_DC+
BI_DC-
RX_DB-
BI_DD+
BI_DD-

O N[O | |W[IN|F
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2 System Behaviour of Network Management Server

7052RC

In this chapter the behaviour of the boards in special operation phases is described.

2.1 Boot Process

The boot process of the board starts after turning on the Clock System the board is operated
in or rather after a reset of the board.

During the boot process the board booting its operation system and is therefore not available

via LAN.

2.2 Reset- (Default) Button

The Board 7052RC can be reset by the Reset-(Default) Button behind the front panel of the
board. The Reset-(Default) Button is accessible with a thin object through the small drilling in

the front panel.

The button triggers different functions depending on how long it is pressed:

Duration Function
<1 sec. No action
1-9sec. After releasing a hardware reset is triggered
>=10 sec. After releasing a FACTORY DEFAULT of Board 7052RC followed by
a REBOOT is triggered after approx. 10 seconds
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2.3 Firmware Update

The Board 7052RC is a multi processor system. For this reason a firmware update always
consists of a so called Software SET including two (2) programs versions for the image and
H8 programs defined by the Set-Version which both needed to be loaded into the board.

Board 7052RC (WebGUI: Device):
1x Image Update upgrade_8030gen_rel vXXXX.img

1x H8 Update H8_8030_vXXXX_128.mot

An update is a critical process.
The device should not be turned off during the update and the network
connection to the device should not be interrupted.

All programs of a SET needed to be loaded to ensure a defined operation
condition.

The assignment of program versions of a SET-Version may be taken from
the Release-Notes of the software sets of Board 7052RC in cases of
doubt.

2.3.1 Firmware Update Board 7052RC (WebGUI: Device)

The general process of a software update of Board 7052RC is described below:

For selection of the correct update set the identifier of Board 7052RC has
to be observed obligatory.

Board 7052RC can be recognized:
¢ By the label on the front panel
e |n WebGUI at the Web-banner "7052RC"

The firmware update 7052RC has to be performed as a SET.

The software package contained in the file package hopf7052_SET_vXXXX.zip has to be un-
packed. The following steps have to be executed in the following sequence:

1. Image Update 8030 (7052RC)
2. H8 Firmware Update 8030 (7052RC)
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Image Update 7052RC

1.
2.

N o o &

Log in as Master in WebGUI of the board.
Select in Device tab the menu item Image Update.

Select the file with the file .img via the selection window
(Exapmle: upgrade_8030gen_rel_vXXXX.img).

The selected file is shown in the selection window.
The update process is started with the button Upload now.
In WebGUI the successful file transfer and writing to the Module is indicated.

In WebGUI the successful update is indicated after 2-3 minutes with the request to
release a reboot of the board.

After activation and successful reboot of the board the image update process is fin-
ished.

H8 Firmware Update 7052RC

1.
2.

© ©® N o g &~

Log in as Master in WebGUI of the board.
Select in the Device tab the menu item H8 Firmware Update.

Select the file with the file extension .mot for Board 7052RC via the selection win-
dow (Example: H8 8030_vXXXX_128.mot).

The selected file is shown in the selection window.

The update process is started with the button Upload now.

In WebGUI the successful file transfer to the Module is indicated.
Now the update of the board automatically starts after a few seconds.
After successful update the board automatically reboots.

After approx. 2 minutes the H8 update process is finished and the board is again ac-
cessible via WebGUI.
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2.4  Activation of Functions (Activation Key)
Currently the Board 7052RC offers two functions that require an "Activation Key".

These functions are only available after entering a valid activation key depending on the serial
number of the particular Board 7052RC, (not depending on the serial number of the entire
clock system). The serial number can be found in the WebGUI via Device / Serial Number:
8030XXXXXX.

The required function(s) can be activated at time of delivery as well as subsequently on site
by the user.

Please find an overview of the above mentioned functions here:

e Network Interface Bonding/Teamingd
By activating this function the LAN interfaces ETHO and ETH1 can be bundled to a
logical network interface. This feature plays a key role in redundantly structured net-
works to increase fail-safety of the NTP time service.

e PRP (Parallel Redundancy Protocol)

The PRP functionality enables to bundle the physical network interfaces ETHO and
ETHL1 to a logical network interface using the Parallel Redundancy Protocol (PRP).

e Virtual LAN (VLAN)

By activating this function network interfaces can be configured with additional VLANs
(Virtual Bridged Local Area Networks) according to IEEE 802.1q.

The settings for activation keys (e.g. an entered activation key) are neither
modified nor influenced by the function FACTORY DEFAULTS.
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3 Implementing Board 7052RC in a modular
hopf 19" Base System
Operation
An ESD conform handling and operation of the board has
to be ensured!
Otherwise there is the danger that the board might get damaged through
ESD (electrostatic discharge).
Damages to the board caused by improper handling are not covered by
factory guaranty.
System Requirments
The board 7052RC is a function boards for the system bus. Thus the
systems in which these board should be operated needed to provide an
appropriate slot.
Board Number
Each LAN Board is assigned a definite board number via DIP switch in or-
der to be uniquely identified in a hopf Base System.
Configuration
The basic LAN parameters (IP address etc.) to access the Board 7052RC
in the network are set via the Base System or via the Network Configura-
tion Assistant integrated in the Amec.
Afterwards the complete parameterization of the board is made by means
of a web browser via WebGUI of the board.
Power Supply
- The function board 7052RC is exclusive supported with operating voltage
l via the internal system bus.
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3.1 Handling of Board / ESD Protection

An ESD conform handling and operation of the board has
to be ensured!

Otherwise there is the danger that the board might get damaged through
ESD (electrostatic discharge).

Damages to the board caused by improper handling are not covered by
the factory guaranty.

3.2 General - Setting the Board Number for the Use in Base Sys-
tem

The boards must be coded to a System Board number in order to enable the various LAN
Boards to be administered and configured in the Base System.

Under no circumstances may two LAN with the same board number be
integrated into one Base System. This leads to unspecified faults on these
two boards!

The coding of the board number is effected on Board 7052RC via DIP switch bank (DS1).
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3.2.1 Setting the Board Number for Base 7001RC

A maximum number of 31 LAN boards (also different types — e.g. board 7052RC and board
7274RC) can be configured in a System 7001RC. The board number is set via the DIP switch
bank (DS1/ SW1-5) for unique identification in the Base System.

SW5 Sw4 SW3 SW2 SW1 System Board No.:

off off off off off -

off off off off on Board No. 01
off off off on off Board No. 02
off off off on on Board No. 03
off off on off off Board No. 04
off off on off on Board No. 05
off off on on off Board No. 06
off off on on on Board No. 07
off on off off off Board No. 08
off on off off on Board No. 09
off on off on off Board No. 10
off on off on on Board No. 11
off on on off off Board No. 12
off on on off on Board No. 13
off on on on off Board No. 14
off on on on on Board No. 15
on off off off off Board No. 16
on off off off on Board No. 17
on off off on off Board No. 18
on off off on on Board No. 19
on off on off off Board No. 20
on off on off on Board No. 21
on off on on off Board No. 22
on off on on on Board No. 23
on on off off off Board No. 24
on on off off on Board No. 25
on on off on off Board No. 26
on on off on on Board No. 27
on on on off off Board No. 28
on on on off on Board No. 29
on on on on off Board No. 30
on on on on on Board No. 31

In System 7001RC only board numbers 1 - 31 are allowed.
System 7001RC is unable to configure board numbers which are set out-
side this range.
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3.3 Creating the Network Connection

Ensure that the network parameters of the LAN board are configured in
accordance with the local network before connecting the LAN board to the
network.

Connecting a network to an incorrectly configured LAN Board (e.g. dupli-
cated IP address) may cause interference in the network.

The Board 7052RC is supplied with:

ETHO with static IP address

IP address: 192.168.0.1
Netmask: 255.255.255.0
Gateway: not set

ETH1 with DHCP

Please note:

Integrating the Board 7052RC into the Aopf system 7001RC overwrites
the configuration of ETHO. DHCP for ETHO is now activated. For this rea-
son, the board should be register into the Aopf system 7001RC before the
final configuration of ETHO is done.

hd Request the required network parameters from your network administrator
l if those are unknown.

The network connection is made via a LAN cable and RJ45 plug (recommended cable type:
CATS5 or better).
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4 Network Configuration for ETHO via LAN Connection
through Amc

After connecting the system to the power supply and creating the physical network connection
to the LAN interface of the Board 7052RC, the device can be searched for on the network via

the Amc Software. Then the base LAN parameters (IP address, netmask and gateway or

DHCP) may be adjusted in order to allow accessibility of the board for other systems in the
network.

The SEARCH Function of the Amc - Network Configuration Assistant
reqguires for location and recognition of the wished LAN board(s) the
hmc-computer is in the same LAN.

The basis LAN parameters can be set via the Amc integrated Network Configuration As-
sistant.

File Dewvices

[C] G

Tools| Help
View DCF77 Record
Metwork Configuration Assistant
NTP Analysis
View GP5 Record
Reinitialize Device
‘ [0 Verbose Logaging

hopr management console
version 01.13 build 1189

After a successful start of the Amec Network Configuration Assistant and completed search
of the hopf LAN Modules, the configuration of the base LAN parameters can be done.

The Network Management Server 7052RC are listed in the Device List as:
7052RC
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The determination of different Aopf LAN boards of the same type is made via Hardware
Address (MAC Address).

e ™
e v s S =
[
Device List Configuration
FO052RC " Device Type Host Name
B 7052RC |hepfros2re |
Firmware Version Metwork Configuration Type
01.00 [static IP Address [+]
Hardware Address IP Address
00:03:.C7:01:9B:7A |1.92.158.180.1.25 |
Serial Number MNetmask
5030019901 |255.255.252.D |
Cateway
[] Bonding enabled [192.163.180.1 |
Apply
= Set Device Password Reset To Factory Defaults
Rescan Network Set Master Password
Exit

For an extended configuration (WebGUI) of the LAN Board 7052RC via a browser the follow-
ing base parameters are mandatory:

e Host Name = e.g. hopf7052RC
e Network Configuration Type = Static IP Address
e |IP Address = e.g. 192.168.0.1

e Netmask = e.g. 255.255.255.0
o Gateway = e.g. 0.0.0.0

The hostname must meet the following conditions:

e The hostname may only contain the characters 'A'-'Z', '0'-'9", '-' and
".". There should be no distinction between upper-and lower-case let-
ters.

e The character . may only appear as a separator between labels in
domain names.

e The sign - must not appear as first or last character of a label.

The network parameters being assigned should be pre-determined with
l the network administrator.

26/98 7052RC Network Management Server - V01.00

hopf Elektronik GmbH
Nottebohmstr. 41 < D-58511 Liidenscheid < Tel.: +49 (0)2351 9386-86 <« Fax: +49 (0)2351 9386-93 -« Internet: http://www.hopf.com « E-Mail: info@hopf.com



NETWORK CONFIGURATION FOR ETHO viA LAN CONNECTION THROUGH HMC E/emggb,f

After entering the above mentioned LAN parameters they needed to be transferred to the LAN
Board 7052RC via Button | Apply | Afterwards the entry of the Device Password is re-

quested:

x| Device Password <device> is set for LAN

boards 7052RC on delivery. So no further en-
try is required here — click on the but-

ton| OK |to confirm.

- The LAN parameters thus set are directly
Bt sancel adopted by the LAN board (without reboot) and
are immediately active.

Device Password

,u
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5

Network Configuration for ETHO via the Base System

The only configuration that is carried out on Board 7052RC via the Base System is to enable
it to be reachable on the network via ETHO. All other configurations on the Board are carried
out over the WebGUI.

LAN Board 7052RC is configured via the keyboard of the respective Base System. The nec-
essary network parameters are configured such as IP address, gateway address, network
mask and a general control byte.

The Technical Description of the respective Base System is the basis for configuration.

After they have been entered fully, the LAN parameters configured
through the system menu are transferred to the control board by pressing
the @ key. From here the parameters are transferred to the LAN
board.

* The Base System accept LAN parameters which are subsequently
l changed via the WebGUI.

IP Address (IPv4)

An IP address is a 32 bit value divided into four 8 bit numbers. The standard presentation is 4
decimal numbers (in the range 0...255) separated from each other by dots (dotted quad nota-
tion).

Example: 192.002.001.123

The IP address consists of a leading network ID followed by the host ID. Four common network
classes were defined in order to cover different requirements. Depending on the network class,
the last one, two or three bytes define the host while the rest define the network (network ID)
in each case.

In the following text the "x" stands for the host part of the IP address.

Class A Networks

IP addresses 001.XXX.XXX.XXX t0 127 .XXX.XXX.XXX

There is a maximum of 127 different networks in this class. This allows the possibility to con-
nect a very high number of devices (max. 16.777.216)

Example: 100.000.000.001, (Network 100, Host 000.000.001)

Class B Networks

IP addresses 128.000.xxx.xxX t0 191.255.xXX.XxX

Each of these networks can consist of up to 65534 devices.
Example: 172.001.003.002 (Network 172.001, Host 003.002)

Class C Networks
IP addresses 192.000.000.xx to 223.255.255.xxx

These network addresses are the most commonly used. Up to 254 devices can be connected.
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Class D Networks

The addresses from 224.XXX.XXX.XXX - 239.XXX.XXX.XXX are used as multicast addresses.

Class E Networks

The addresses from 240.XXX.XXX.XXX - 254.XXX.XXX.XXx are designated as "Class E" and are
reserved.

Gateway Address

The gateway or router address is required in order to be able to communicate with other net-
work segments. The standard gateway must be set to the router address which connects these
segments. This address must be within the local network.

Network Mask

The network mask is used to partition IP addresses outside of network classes A, B and C.
When entering the network mask it is possible to designate the number of bits of the IP-ad-
dress to be used as the network part and the number to be used as the host part, e.g.:

Network | Network Host Network Mask Binary Networ_k Mask
Class Part Part Decimal
A 8 Bit 24 Bit | 11111111.00000000.00000000.00000000 | 255.0.0.0
B 16 Bit 16 Bit | 11111111.11111111.00000000.00000000 | 255.255.0.0
C 24 Bit 8 Bit 111112211.121112211.11111111.00000000 | 255.255.255.0

The number of bits for the host part is entered in order to calculate the network mask:

Network Mask Host Bits
255.255.255.252 2
255.255.255.248 3
255.255.255.240 4
255.255.255.224 5
255.255.255.192 6
7
8
9

255.255.255.128
255.255.255.000
255.255.254.000
255.255.252.000 10
255.255.248.000 11

255.128.000.000 23
255.000.000.000 24

Example:
Desired network mask: 255.255.255.128

Value to be entered: 7
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5.2 Input Functions of Base Systems 7001RC

Any modification of parameters requires checking of all menu points of the
LAN menu. Menu points which do not require any change of value or just
checked with the key [ ENT |. Only the complete check of all single menu

points allow the adoption of all changes and their transfer to the board
7052RC.

The input and display functions of the board parameters are polled in the menu heading
BOARD-SETUP: 4

with[ ENT |key = Main menu
with [ 4 |key = Board setup
with[ N | key = Scroll to menu heading:

| [SE[T] |s\¥[s|TIEM-BloAIRD|s| [PIARAMETER | V[/N | | [ [ |]]
HNEENEENENEENNEENNEEEEEEENEEENNEEENEEEEN

Select with key
Search for board to be parameterized with key [ N_| and select with key [ Y |.

Example:

| [PARIAMETIE[R| [BJOJARD| |0'3| (OF| [2/5| | |7/052] NO.|:0]1] |
STATUS :M/ - | _BOARDNAME: "MANAGE__" SET>Y/N

PARAMETER BOARD 03 OF 25 = board 03 of 25 implemented
7052RC NO.: 01 = board type 7052RC with board number 01
STATUS: M ()/- (E) = M = monitoring, | = no monitoring
= — = without error operating, E = board error
=

BOARDNAME:"MANAGE__ " MANAGE__ board name freely selected by customer
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5.2.1

5.2.2

5.2.3

5.2.4

Entry the Static IPv4 Address / DHCP Mode

Static IPv4 Address

In the upper line the selected board appears with its board number and IPv4 address of the
LAN interface ETHO. For configuration of a new IPv4 address the complete entry of the 4
groups of digits is necessary.

The IPv4 address is entered in 4 groups of digits configurable from 000 to 255. They are
separated by a dot ( . ). Input must be in the form of 3 digits (e.g.: 2 = 002).

An example of a complete entry would be as follows:

| [8.]7/0]5'2] INJo..|:]o[1] | [1P|-[ADRR| [>[19]2].]1/6/8]./0/1]7.]0/1]0]<|

|| ||| NEW I[P -JADIDRIES|S] [>~~1~]. [~[~I~]. [~|~]~]. [~|~]~<]

In the case of an implausible entry (such as 265), an INPUT ERROR is sent and the complete
entry is rejected.

DHCP / Static IP Address Assignment

For the use of DHCP, the IP address, gateway address and network mask are all to be fully
set to >000.000.000.000< (invalid IP address).

All other addresses are interpreted as static IP addresses.

Entry the Gateway Address

The gateway address can be entered via the selection screen:

| [B.]7/0]52] IN|o..|:]0j1] | |[6W -|ADRR| [>[19]2.16/8./0/1]7|./00/1]<|
||| NEW GW-ADDRESS [>~~~ .~~~ ~~~. "~~~

The Gateway address can now be entered in the same way as the IP address, as described
in Chapter 5.2.2 Entry the Gateway Address.

Entry the Network Mask

The network mask can be entered via the selection screen:

| [8.]7/0]5'2 INJo..|:]0]1] |N[E[TMAIs|K| [>[2/5/5].]2/5/5.]0/0/0].]0/0/0]<|
A O A T o e A R

The network mask for LAN interface ETHO can now be entered in the same way as the IP ad-
dress, as described in Chapter 5.2.3 Entry the Network Mask.

Entry the Control Byte

The Control-Byte is shown on the top line with the currently set values.

| |8.[7]0[5 2] IN[R].|:[o1] [clolNTIRIOIL[-[BIY|T/E| [ l0/0[o0/0/0[1/0] | |
L NEW [COINTROLI-BYITIEL [>~~~~ 1~~~ ~I<| |

For the purposes of manipulation, the individual bits of the new byte are to be entered on the
second line using "0" and "1". The complete Control Byte must always be recorded and con-

firmed with the [ ENT | key.
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5.2.5

5.2.6

The bits of the Control Byte are numbered in descending order:

CONITROLI-BYTE |>76543210<]

Bit 7-0 | No function at present

0 These bits should always be set to "0" for reasons of compatibility.

Entry the Parameterbyte 01 (no function at present)

Parameter of Parameter-Byte 01 is shown on the top line with the currently set values.

| [8.7/0]572 NJol.|:]oj1] | | oL/p]:| [B[YTIE| [0/1] |>[0jojo/0j0j0/0/0]<|
B |TIEl =] BlIT| 7] . 10| INEW: | B[YITIEL Jo[1] I>]~|~|~]~]~|~|~|~|<]

For the purposes of manipulation, the individual bits of the new byte are to be entered on the
second line using "0" and "1". The complete Parameter Byte must always be recorded and
confirmed with the [ ENT | key.

The bits of the Parameter Byte are numbered in descending order:

BV TIE 01 >76/5432/10/<

Bit 7-0 | No function at present

0 These bits should always be set to "0" for reasons of compatibility.

Entry the Parameterbyte 02 (no function at present)

Parameter of Parameterbyte 02 is shown on the top line with the currently set values.

| B.[7/0]52] INJol.|:l0j1] | | joiL/p:| [B[YTIE| [0]2] >[0jooj0j0j0/0/0]<|
| B Y[TIEL =] BIIT| |7l .10 INEW: B|VITIE 0]2] >~~~ ~]~|~~~/<]

For the purposes of manipulation, the individual bits of the new byte are to be entered on the
second line using "0" and "1". The complete Parameter Byte must always be recorded and
confirmed with the [ ENT | key.

The bits of the Parameter Byte are numbered in descending order:

BV TIE 02| >76/5432/10<

Bit 7-0 | No function at present

0 These bits should always be set to "0" for reasons of compatibility.

5.3 Configuration via Amc (hopf Management Console)
Remote Access
The parameters can also be set via the Amc, insofar the Base System provides remote com-
munication.
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6 HTTP/HTTPS WebGUI — Web Browser Configuration
Interface

JavaScript and Cookies must be enabled in the browser in order for the
WebGUI to display and function correctly.

6.1 Quick Configuration
This Chapter briefly describes the basic operation of the WebGUI installed on the Board.

6.1.1 Requirements

Ready-for-operation hopf Base System with implemented Board 7052RC

Board configured for network operation (see Chapter 4 Network Configuration for
ETHO via LAN Connection through Amc and 5 Network Configuration for ETHO
via the Base System)

PC with installed web browser (e.g. Internet Explorer) in the sub-network of Board
7052RC

6.1.2 Configuration Steps

Create the connection to the Board with a web browser
Login as a 'master’ user (default password <master> is set by delivery)

Switch to "Network" tab and if available enter the DNS Server (required for NTP and
the alarm messages depending on the network)

Save the configuration

Switch to "Device" tab and restart Network Time Server via "Reboot Device"
NTP Service is now available with the standard settings

NTP specified settings can be done in the "NTP" tab

Alarm messages via Syslog/SNMP/Email can be configured in "Alarm" tab

The following detailed explanatory information should be read if anything is
unclear while executing the configuration steps.
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6.2 General — Introduction
Board 7052RC should be accessible to a web browser if it has been set up correctly. Enter
the IP address - as set up on the Board earlier - or the DNS name on the address line
<http://xxx.xxx.xxx.xxx> and the following screen should appear.
Configuration can only be completed via the Board’s WebGUI!
[ 7001RC NETWORK MANAGEMENT SERVER 7052RC
Eiaktronik GmbH
General Network Alarm Device GPS System =0
System Time Sync Scurce Status
DATE TIME SYNCHRONIZATION
06.07.2018  10:16:15 UTC M R (SYNC)
no leap second no changeover no simulation
Login
Username
Password
User is not logged in.
The WebGUI was developed for multi-user read access but not multi-user
write access. It is the responsibility of the user to pay attention to this is-
sue.
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6.2.1 LOGIN and LOGOUT as a User

All of the Board’s data can be read without being logged on as a special user. However, the
Board data can only be configured or modified by an authorised user! Two types of user are
defined:

e "master" user (default password on delivery: <master>)

o "device" user (default password on delivery: <device>)

®

l The password should be changed after the first login for security reasons.

o The password must be between 6 and 20 characters long, contain at least

l one uppercase letter, one lowercase letter and one digit!

® Differentiation is made between upper and lower case characters in the

l password. Alphanumeric characters and the following symbols can be
used: []()*-_'$%&/="7

The following screen should be visible after logging in as a "master" user:

7001RC NETWORK MANAGEMENT SERVER 7052RC

Eisitranik ' GmbH

General Network Alarm Device GPS System =0

System Time

Sync Source Status

SYNCHRONIZATION
M R (SYNC)

DATE TIME
06.07.2018  10:18:34 UTC

no leap second no changeover no simulation

Login

User master is logged in
since 10:18:28 UTC,

Click on the button to log out.

The WebGUI is equipped with session management. If a user does not log out, he or she is
automatically logged off after 10 minutes of inactivity (idle time).
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After successful login, depending on the access level (device or master user), changes can
be made to the configuration and saved.

Users logged in as "master" have all access rights to Board 7052RC.
Users logged in as "device" do not have access to:

e Trigger reboot

e Trigger factory defaults

e Carry out image update

e Carry out H8 firmware update

e Upload Certificate

e Diagnostic

¢ Change master password

e Download configuration files

6.2.2 Navigation via the Web Interface
The WebGUI is divided into function tabs. Click on one of these tabs to navigate through the
Board. The selected tab is identified by a darker background colour, see the following image
(General in this case).
/ 7001RC NETWORK MANAGEMENT SERVER 7052RC
/—J General Network Alarm Device GPS System - 20
User login is not required in order to navigate through the Board configuration options.
JavaScript should be enabled in the browser in order to guarantee the cor-
rect operation of the web interface.
All the links within the tabs on the left hand side lead to
TNeIyd | 7001RC NET corresponding detailed display or setting options.
General Network
Host Settings ?
Host/Nameservice H
Network Interface E
ETHO u
Network Interface
ETH1 !
Network Interface D
Bonding/Teaming |:
Network Interface
PRP D
Routing I:
Routing File D
L
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6.2.3 Entry or Changing Data

It is necessary to be logged on as one of the users described above in order input or change

data.
7001 RC NETWORK MANAGEMENT SERVER 7052RC
Elektronik GmbkH
General Network Alarm [ Device GPS [ System vi=O
Host Settings Host/Nameservice
Host/Nameservice Hostname
Network Interface [hopfzos2RC
% « Interf. Use Manual DNS Entries
etworl nterrace
Network Interface V]
—
Network Interface DNS Server 1 IPv4/IPv6 Address
Bonding/Teaming [ |
Network Interface
PRP DNS Server 2 IPv4/IPv6 Address
Routing | |
Routing File DNS Server 3 IPv4/IPv6 Address
Protocols
Management Default Gateway
Use Manual Gateway Entries
Default Gateway IPv4 Address
192.168.180.1
Default Gateway IPv6 Address

After an entry has been made the configured field is marked with a star ' * *. This means that
a value has been entered or changed but is not yet stored in the flash memory. It is necessary
to be acquainted with the symbols shown below in order to be able to save the configuration
or the changed value.

1

3
v cl
Meaning of the symbols from left to right:

No. | Symbol |Description
1 |Apply Acceptance of changes and entered data
2 |Reload |Restoring the saved data
3 |Save Fail-save storage of the data in the flash configuration

Mo

For permanent storage the value MUST be accepted by the Board with Apply and then saved
with Save.

However, this data is then lost when the Aopf Base System is switched off or restarted.

If the data is only to be tested it is sufficient to accept the changes with Apply.

Changing Network Parameters

Modifications of the network parameters (e.g. IP address) are immediately
effective clicking on Apply to confirm.

However, the modifications are not permanently saved yet. This requires
to access the WebGUI with the new network parameters again and to
save the data with Save permanently.
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For adopting changes and entering values only the respective buttons in
the WebGUI can be used.

6.2.4 Plausibility Check during Input

A plausibility check is generally carried out during input.

7001 RC NETWORK MANAGEMENT SERVER 7052RC
Elektronik ' GmbH

General Network Alarm [ Device GPS [ System v =0
Host Settings ETHO 1Pv4 Settings ETHO IPv6 Settings
Host/Nameservice Link Status Use IPv6 Settings
Network Interface up disabled v
ETHO Default Hardware Address (MAC) DHCP-IPv6
Network Interface 00:03:C7:01:9B:7A di
e el :03:C7:01:9B: isabled v
ETHL |disatled V|
Network Interface US.E Custom Hardware Address (MAC) 1Pv6-Address
Bonding/Teaming disabled v [
Network Interface
petwork Interface Custom Hardware Address (MAC) 1Pv6 Subnet Prefix Length
Routing
Routing File DHcp
disabled v
IPv4-Address
Protocols 192.168.180.325
IPv4-Network Mask
Management
255.255.252.0

Operation mode
Auto negotiate w

Maximum Transmission Unit (MTU)

As it can be seen in the above image, an invalid value (e.g. text where a number should be
entered, IP address instead of a range etc.) is identified by a red border when an attempt is
made to accept these settings. It should be noted here that this is only a semantic check and
not to test whether an entered IP address can be used on the network or in the configuration!
If an error message is displayed it is not possible to save the configuration in the Board’s flash
memory.

The error check only verifies semantics and the validity of ranges. It is NOT
alogic or network check for entered data.

6.3 Description of the Tabs
The WebGUI is divided into the following tabs:

e General
¢ Network
e NTP
e Alarm
e Device
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6.3.1 GENERAL Tab

This is the first tab which is displayed when using the web interface.

7001RC NETWORK MANAGEMENT SERVER 7052RC
Elektronik ' GmbH

General Network [ Alarm [ Device GPS [ System =0

System Time

Sync Source Status

DATE TIME
30.01.2018 13:42:47 UTC

SYNCHRONIZATION
M R (SYNC)

no leap second no changeover no simulation

Login

User master is logged in
since 13:37:51 UTC.

System Time

This area shows basic information about the current time and date of the Board. The time
ALWAYS corresponds to UTC time. The values are updated every minute automatically. An
immediate update of values can be released point and click on tab GENERAL.

SYNC Status

Display of the actual status of synchronization of the base system with these possible values:

R (SYNC) Time synchronized + Quartz regulation started/running
R (SYOF) Time synchronized + SyncOFF running
Q (QUSE) Quartz/Crystal time after reset or manual setting

- (INVA) Invalid time

The Leapsecond and Changeover display fields announce that such an eventis to take place
on the next hour change.

The Simulation display is used if the system time of the hopf Base System is marked as a
simulated time (not currently available).

Login
The Login box is used how described in Chapter 6.2.1 LOGIN and LOGOUT as a User.
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6.3.2

NETWORK Tab

All the links within the tabs on the left hand side lead to corresponding detailed setting options.

7001 RC NETWORK MANAGEMENT SERVER 7052RC

Etektronik ' Gmbk

General Network Alarm [ Device GPS [ System vi=O

" Host Settings | [ Host/Nameservice |
Host/Nameservice Hostname
Network Interface [hopfzo52RC
ETHO K of Use Manual DNS Entries
Network Interface
Network Interface )
= [anabled V]

Network Interface DNS Server 1 IPv4/IPv6 Address
Bonding/Teaming | |

Network Interface

PRP DNS Server 2 IPv4/IPv6 Address
Routing | |
Routing File DNS Server 3 IPv4/IPv6 Address
Protocols
Management Default Gateway
Management
Use Manual Gateway Entries
Default Gateway 1Pv4 Address
192.168.180.1

Default Gateway IPv6 Address

Changing Network Parameters

Modifications of the network parameters (e.g. IP address) are immediately
effective clicking on Apply to confirm.

However, the modifications are not permanently saved yet. This requires
to access the WebGUI with the new network parameters again and to
save the data with Save permanently.
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6.3.2.1 Host/Nameservice

Setting for the unique network identification.

6.3.2.1.1 Hostname

The standard setting for the Hostname is "hopf7052RC". This name should also be adapted
to the respective network infrastructure.

In case of doubt, just leave the standard setting as it is or ask your network administrator.

The hostname must meet the following conditions:

e The hostname may only contain the characters 'A'-'Z', '0'-'9", '-' and "'
. There should be no distinction between upper-and lower-case let-
ters.

e The character '." may only appear as a separator between labels in
domain names.

e The sign '-' must not appear as first or last character of a label.

For a correct operation a hostname is required. The field for the hostname
must not be left blank.

6.3.2.1.2 Use Manual DNS Entries

With this setting you can select whether the manually entered DNS servers (DNS servers 1 to
3) should be used.

If "enabled" is selected here, the entries in DNS Server 1 to 3 are used.

If "disabled" is selected, the entries in DNS Server 1 to 3 are ignored.

If a DHCP server is used to distribute the network configuration and if this
also distributes the DNS servers used in the network, then Use Manual
DNS Entries should be set to disabled.

6.3.2.1.3 DNS Server1to 3

The IP address (IPv4 or IPv6) of the DNS server should be entered if you wish to use complete
Hostnames (hostname.domainname) or work with reverse lookup.

Contact your network administrator for details of the DNS server if not known.

If no DNS server is available (special case), enter 0.0.0.0 in the input field or leave the field
blank.
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6.3.2.1.4 Use Manual Gateway Entries

With this setting, you can select whether the manually entered gateways (Default Gateway
IPv4 and Default Gateway IPv6) should be used.

If "enabled"” is selected here, the entries in Default Gateway IPv4 and Default Gateway IPv6
are used.

If "disabled" is selected, the entries in Default Gateway IPv4 and Default Gateway IPv6 are
ignored.

If a DHCP server is used to distribute the network configuration and if this
also distributes the address of the default gateway used in the network,
then Use Manual Gateway Entries should be set to disabled.

6.3.2.1.5 Default Gateway IPv4

If the IPv4 default gateway is not known, it must be requested by the network administrator. If

no standard gateway is available (special case), enter 0.0.0.0 in the input field or leave the
field blank.

6.3.2.1.6 Default Gateway IPv6

If the Ipv6 default gateway is not known, it must be requested by the network administrator. If

no standard gateway is available (special case), enter :: in the input field or leave the field
blank.
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6.3.2.2 Network Interface ETHO/ETH1
Configuration of the Ethernet interface ETHO/ETH1 of the Board 7052RC

7001 RC NETWORK MANAGEMENT SERVER 7052RC

Etektronik ' Gmbk

System

General Network Alarm [ Device [ v =0

Host Settings ETHO 1Pv4 Settings ETHO IPv6 Settings

Host/Nameservice Link Status Use IPv6 Settings

Network Interface Up disabled

ETHO Default Hardware Address {MAC) DHCP-IPV6

Network Interface 00:03:C7:01:9B:7A di

e e isabled v

Ern

Network Interface Use Custom Hardware Address (MAC) IPv6-Address

|

Custom Hardware Address (MAC)

Bonding/Teaming

Network Interface

IPv6 Subnet Prefix Length

PRP
Routing
Routing File DHce
disabled v
IPv4-Address
Protocols 192.168.180.125
IPv4-Network Mask
Management
255.255.252.0

Operation mode
Auto negotiate W

Maximum Transmission Unit (MTU)
356

I

<
5

Activation Status

disabled v
VLAN Interfaces

ID Label Remark DHCP IPv4-Address 1Pv4-Network Mask

6.3.2.2.1 Default Hardware Address (MAC)

The factory assigned MAC address can only be read and cannot be changed by the user. Itis
assigned once-only by Aopf Elektronik GmbH for each Ethernet interface.

For further information about the MAC address refer to Chapter 1.1.2 MAC Address for ETHO
and ETH1 for Board 7052RC.

®
l hopfElektronik GmbH MAC addresses begin with 00:03: C7:XX:XX:XX.
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6.3.2.2.2 Customer Hardware Address (MAC)

The MAC address assigned from Aopf can be changed to any user-defined MAC address.
The board identifies itself with the user-defined MAC address to the network. The default hard-
ware address shown in WebGUI remains unchanged.

Please avoid a double of customer MAC address in the Ethernet.

If the MAC address is not known please contact yours network administra-
tor.

The use of customers MAC address needs to be activated by the function Use Custom Hard-
ware Address (MAC) with enable and subsequently save it with Apply and Save.

Afterwards the customers MAC address has to be entered in hexadecimal form with a colon
to separate as described in the below example, e.g. 00:03:¢7:55:55:02

i The MAC address assigned by hAopf can be activated at any time by disa-

bling this function.

There are no MAC multicast addresses allowed!

Finally, the Board 7052RC has to be restarted via "Device" [ "Reboot Device" (see Chapter
6.3.4.4 Restarting the Board (Reboot Device / Hardware Reset)
6.3.2.2.3 DHCP

If DHCP is to be used, 0.0.0.0 should be entered as the IP address via the hopf Base System
menu (likewise for gateway and network mask). This change can also be made via the web
interface by enabling the DHCP mode.

6.3.2.2.4 |P Address

The IP address is generally configured via the hopf Base System menu. However it can also
be changed via the web interface.

Contact your network administrator for details of the IP address if not known.

6.3.2.2.5 Network Mask

The network mask is generally configured via the hAopf Base System menu. However it can
also be changed via the web interface.

Contact your network administrator for details of the network mask if not known.
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6.3.2.2.6 Operation Mode

The network device usually adjusts the data stream and duplex mode to the device to which it
is connected (e.g. HUB, SWITCH) automatically. If the network device requires a certain speed
or duplex mode, this can be configured via the web interface. The value should only be
changed in special cases. The automatic setting is normally used.

Operation mode

Auto negotiate

10 Mbps / half duplex
100 Mbps / half duplex
10 Mbps / full duplex
100 Mbps [ full duplex
11000 Mbps / full duplex

® In individual cases an enabled "Auto negotiate" might lead to problems be-
l tween the network components and the adjustment process fails.

In such cases it is recommended to set the network speed of the Board
7052RC and the connected network components manually to the same
value.

6.3.2.2.7 Maximum Transmission Unit (MTU)

The Maximum Transmission Unit describes the maximum size of a data packet of a protocol
of the network layer (layer 3 of OSI model), measured in octets which can be transferred into
the frame of a net of the security layer (layer 2 of OSI model) without fragmentation.

Board 7052RC is going to be delivered with default setting 1356.
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6.3.2.2.8 IPv6
The board 7052RC can also be operated in an IPv6 network.
To enable IPv6, Use IPv6 Settings must be set to enable.

IPv6 addresses are 128 bits long and they are recorded in eight 4-character hexadecimal
blocks. For example: 2001:0db8:0000:08d3:1319:8a2e:0370:7344

Leading zeroes in a 4-character hexadecimal block can be omitted. For the above example,
this results in the notation: 2001:db8:0:8d3:1319:8a2e:370:7344

In addition, once per IPv6 address a consecutive sequence of blocks containing all zeros may
be omitted. But this must be recorded with two consecutive colons. For the above example,
this gives the notation: 2001:db8::8d3:1319:8a2e:370:7344

Another example: 2001:0:0:0:1319:8a2e:0:7344 may be represented
as 2001::1319:8a2e:0:7344
or 2001:0:0:0:1319:8a2e::7344

6.3.2.2.9 DHCP-IPv6

If DHCP is to be used, this function is activated with enabled.

6.3.2.2.10 IPv6 Address

If DHCP is not used, enter the IPv6 address here. If the IPv6 address to be used is unknown,
it must be requested by the network administrator.

6.3.2.2.11 IPv6 Subnet Prefix Lengh

If no DHCP is used, the length of the network address must be entered here. If the length of
the network address is not known, it must be requested by the network administrator.
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6.3.2.2.12 VLAN (Activation Key necessary)

A VLAN (Virtual Local Area Network) is a logical sub-network within a network switch or a
whole physical network. VLANs are used to separate the logical network infrastructure from
the physical wiring, thus to virtualize the Local Area Network. The technology of VLAN is
standardized by IEEE Standard 802.1q. Network applications like Board 7052RC, implement-
ing the standard IEEE 802.1q, are able to allocate individual network interfaces to specific
VLANS. To transfer data packets of several VLANs via a single network interface the data
packets are marked with a related VLAN ID. This method is called VLAN-Tagging. The network
application at the other end of the line (e.g. network switch, router etc.) can allocate the data
packet to the correct VLAN by checking the marking / tag.

VLAN

Activation Status

disabled v
VLAN Interfaces

ID Label Remark DHCP IP-Address Network Mask

WebGUI with activated VLAN

To be able to configure VLANS the activation status must be set to "enabled" first. Afterwards
up to 32 different VLANS per network interface can be configured by clicking the button "Add".

An explicit VLAN ID must be configured for each VLAN interface.

The boxes "Label" and "Remark" can be filled out with a designation or a comment to easily
keep the configured VLANSs apart.

Determination of the IP-address for the configured VLAN interface can either be done auto-
matically via DHCP or by filling out the boxes "IP-Address" and "Network Mask".

VLAN

Activation Status

VLAN Interfaces

D Label Remark DHCP IP-Address Network Mask

[J[10 |pev |[Development |[disabled w|[192.168.180.30][255.255.255.0

To ensure the correct function the network appliance must be connected
with Board 7052RC via the network interface. Furthermore it must be en-

sured that the network appliance is accurately configured with the same
VLANS.

[

VLAN ID one (1) and two (2) are reserved and are therefore not permitted!
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6.3.2.3 Network Interface Bonding/Teaming (Activation Key necessary)

The function Network Interface Bonding/Teaming (also known as NIC Bonding, NIC Teaming,
Link Bundling, EtherChannel) enables to bundle the physical network interfaces ETHO and
ETH1 to a logical network interface.

General Network Alarm [ Device [ GPS [ System | v =0 L

Host Settings Bonding/Teaming IPv4 Settings | Bonding/Teaming IPv6 Settings
Host/Nameservice NIC Bonding/Teaming active Use IPv6 Settings
Metwork Interface disabled v disabled v
ETHo DHCP DHCP-IPv6
Metwork Interface di ;

R e _lsab\ed hd _dlsab\ed hd
ETH1
Metwork Interface IPv4-Address IPv6-Address
Bonding/Teaming — |
MNetwork Interface
PRP IPva-Network Mask IPv6 Subnet Prefix Length
Routing
Routing File Operation mode
Auto negotiate hd
Maximum Transmission Unit (MTU)
Protocols
1356
Management

Advanced Settings

Bonding Policy
[Round-Robin ~|

MII Link Monitoring Interval (ms) Link Down Delay (ms) Link Up Delay (ms)
00

=y

LACP Rate (only valid for IEEE 802.3ad policy)

Slow (every 30 seconds) v

Primary Device (only valid for Active-Backup and TLB policy)

WARNING: changing these values can cause sericus network problems. Perform
medifications only if you really know what you are deing! A reboot is recommended after
changing the bonding cenfiguration.

Vi

5

Activation Status

disabled v
VLAN Interfaces

ID Label Remark DHCP IPva-Address IPv4-Network Mask

This function is used for the distribution of load as well as to increase fail-safety in computer
networks.

Making settings without profound knowledge of Bonding/Teaming can lead to
serious network problems!

An incorrect configuration can lead to a loss of the network connection so that
the Ethernet access to Board 7052RC is going to be refused.

In this case settings of Board 7052RC must be set back to default settings!

If function Bonding has been activated, parameters for ETHO and ETH1 cannot
be changed any more. The parameters are not displayed in the host setting
menu as long as Bonding will be deactivated.

[
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6.3.2.3.1 Basic Configuration

Determination of the basic network configuration with activated function Bonding/Teaming.

Basic Configuration |

NIC Bonding/Teaming active
disabled v
DHCP

disabled v

IP-Address

| |
Network Mask
| |

Maximum Transmission Unit {MTU)

NIC Bonding/Teaming active

Activation of function NIC Bonding/Teaming

DHCP
Activation of DHCP of the "Bonding interface".

A change of the IP-address or activating of DHCP do have an immediate
effect after confirming the settings — the connection to the web interface
must be adapted and renewed.

IP address
Input of IP address of the "Bonding interface".

If you do not know the IP address, please contact your network administrator.

A change of the IP-address or activating of DHCP do have an immediate
effect after confirming the settings — the connection to the web interface
must be adapted and renewed.

Network Mask

Input of the network mask of the "Bonding interface".

A change of the IP-address or activating of DHCP do have an immediate
effect after confirming the settings — the connection to the web interface
must be adapted and renewed.
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6.3.2.3.2 IPv6-Network Configuration

Defining the IPv6 network configuration with the Bonding / Teaming function activated.
. Bonding/ Teaming IPv6 Settings
Use IPv6 Settings
| disabled v|

DHCP-IPvE
| disabled |

IPvG-Address

l

IPvE Subnet Prefix Length

[ ]

Use IPv6 Settings
Activation of IPv6 function

DHCP IPv6
Activation of IPv6 DHCP for the "bonding interface ".

IPv6 address
Input of the IPv6 address for the "bonding interface". If the IPv6 address is not known, it must
be requested by the network administrator.

IPv6 Subnet Prefix Length
Input of the IPv6 network length for the "bonding interface".
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6.3.2.3.3 Advanced Settings

Bonding Policy
|Active—Backup V|

MII Link Monitoring Interval (ms) Link Down Delay {(ms) Link Up Delay {(ms)
100

LACP Rate (only valid for IEEE 802.3ad policy)
|Slow (every 30 seconds) V|

Primary Device (only valid for Active-Backup and TLB policy)

WARNIMG: changing these values can cause serious network problems. Perform
meoedifications only if you really know what you are doing! A reboot is recommended after
changing the bonding configuration.

Bonding Policy

e Round-Robin:
In this case the network interfaces, starting with ETHO, are transmitting sequentially
whereby a distribution of load and a higher tolerance for errors are achieved. In that
mode the network interfaces must be connected to the same network switch.

e Active Backup:
Only one of two network interfaces is sending and receiving. If an error occurs, the
other network interface assumes responsibility for the process. The network inter-
faces do not have to be connected to the same network switch. From the outside the
MAC address of the association is only visible on one network interface to avoid a
mix-up. This mode supports tolerance for errors.

e Balance XOR:
Source and target are permanently assigned with one another via the MAC address
of the network interfaces ETHO and ETH1. The network interfaces must be con-
nected to the same network switch. This mode supports distribution of load and tol-
erance for errors.

e Broadcast:
In this mode the computer sends its data via all available network interfaces which
enables the use of several network switches. This fact leads to a high tolerance for
errors, but this mode does not enable distribution of load.

e |EEE 802.3ad Dynamic Link Aggregation:
The network interfaces ETHO and ETH1 are going to be bundled (Trunking) in this
mode. It is mandatory that the network interfaces are configured with the same
transmission rate and duplex setting. Bundling is made dynamically via the Link Ag-
gregation Control Protocol (LACP). This mode supports distribution of load as well
as tolerance for errors.

The network switch on which the network interfaces ETHO and ETH1 of
Board 7052RC are connected also needs to be configured correctly! A
wrong configuration can lead to a loss of availability of Board 7052RC!
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e Adaptive Transmit Load Balancing (TLB):
Outbound data traffic is split on both network interfaces ETHO and ETH1 in accord-
ance with the current load, depending on the interface speed adjusted.
The network interfaces do not have to be connected on the same network switch.
This mode supports distribution of load and tolerance for errors.

MIl link monitoring interval (ms)

Indicates the interval in milliseconds for observing the Mll-connection. A value of zero deac-
tivates monitoring. The default value is 100ms.

link down delay (ms)

Determines the delay time in milliseconds to deactivate a connection after a link error is de-
tected. This value needs to be a multiple of the MII link monitoring interval.

link up delay (ms)

Determines the delay time in milliseconds to enable a conjunction after a connection is de-
tected. This value needs to be a multiple of the MII link monitoring interval.

LACP rate (only available for IEEE 802.3ad directive)
Indicates the link partner’s request frequency to transfer LACP packets in IEEE 802.3ad mode.

Primary Device (only valid for active backup and TLB directive)

If this asset is configured and the network interface is active, the adjusted network interface is
going to be used. Only if the network interface is inactive, mode is changed to the second
network interface.
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6.3.2.4 Network Interface PRP (Activation Key necessary)

The PRP (Parallel Redundancy Protocol) functionality is specified in standard IEC 62439-
3:2011 and enables to bundle the physical network interfaces ETHO and ETH1 to a logical
network interface. Each network interface is connected to an independent LAN (Local Area
Network). If one of the two LANs has got a failure, usage of PRP ensures that the network
connection between the PRP terminal devices is going to be maintained via the second, inde-
pendent LAN. PRP standard was developed for very high demanding and critical applications
in the field of automation of substations.

The following illustration shows an example of a PRP network:

DAN DAN
= = wly
C LAN B
t
Switch
\¥1Q/K\J/fxvz) SAN
SAN
gl g
DAN DAN

PRP-suitable applications are known as DAN (Dual Attached Node) and are going to be con-
nected to the independent networks "LAN A" and "LAN B". The advantage of PRP is that cost-
efficient and common network switches can be used which do not have to support the PRP
standard. Applications which do not need to be redundantly available and which do not have
to support PRP can be connected without problems in one of the two LANs - they are then
called SAN (Single Attached Node). If it is necessary to redundantly connect non-PRP-sup-
porting applications to the PRP network, a so-called RedBox (Redundancy Box) can be used.

Time Server 7052RC supports PRP as DAN and can therefore directly be integrated into a
PRP network without using a RedBox.
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Etektrontk © Gmibk

7001RC NETWORK MANAGEMENT SERVER 7052RC

General Alarm [ Device [ v =0

Host Settings PRP 1Pv4 Settings PRP IPv6 Settings

Host/Nameservice NIC PRP active Use IPv6 Settings

Network Interface disabled v disabled v

ETHO DHCP DHCP-IPvG

Network Interface 0 B

e el disabled v disabled v

=T [disabled V] |disabled V]

Network Interface IPv4-Address IPv6-Address

Bonding/Teaming

Network Interface
PRP

System

IPv4-Network Mask

IPv6 Subnet Prefix Length

Routing l:'
Routing File Operation mode
Auto negotiate v
Maximum Transmission Unit (MTU)
Protocols -
1466

Management

To use PRP the following settings must be carried out:

NIC PRP active
Activation of the PRP functionality

DHCP
Activation of DHCP for the "PRP interface".

A change of the IP address or activation of DHCP will have an immediate
effect after applying the settings - the connection to the web interface must
be adapted and renewed.

IP address

Input of the IP address for the "PRP interface". If unknown the IP address needs to be obtained
by the network administrator.

A change of the IP address or activation of DHCP will have an immediate
effect after applying the settings - the connection to the web interface must
be adapted and renewed.

Network Mask

Input of the network mask for the "PRP interface".

A change of the IP address or activation of DHCP will have an immediate
effect after applying the settings - the connection to the web interface must
be adapted and renewed.
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Maximum Transmission Unit (MTU)
Input of the MTU to be used for the “PRP interface”.

The MTU default setting with value 1466 should not be necessary by de-
fault.

An incorrect configuration can lead to a loss of the network connection
which refuses the Ethernet access to Time Server 7052RC.

In that case the settings of Time Server 7052RC need to be set to "factory
default"!

The network interface ETHO of Time Server 7052RC need to be connected to PRP network
"LAN A", network interface ETH1 need to be connected to PRP network "LAN B"!

If settings are done without profound knowledge of PRP, severe network prob-
lems can occur.

An incorrect configuration can lead to a loss of the network connection which
refuses the Ethernet access to Time Server 7052RC.

In that case the settings of Time Server 7052RC need to be set to "factory de-

fault"!
e If the functionality PRP was activated, parameters for ETHO and ETH1 can no
l longer be adapted. The parameters will not be displayed in the host settings
menu as long as PRP is going to be deactivated.

6.3.2.4.1 IPv6-Netzwerkkonfiguration

Defining the IPv6 network configuration for the PRP interface.

Use IPv6 Settings
Activation of IPv6 function

DHCP IPv6
Activation of IPv6 DHCP for the "PRP interface ".

IPv6 address
Input of the IPv6 address for the "PRP interface".
If the IPv6 address is not known, it must be requested by the network administrator.

IPv6 Subnet Prefix Length
Input of the IPv6 network length for the "PRP interface".
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6.3.2.5 Routing

A route must be configured if the Board is to be used in more than the local sub-network.

7001 RC NETWORK MANAGEMENT SERVER 7052RC

Etektronik ' Gmbk

General Network Alarm [ Device { GPS [ System v =0

Host Settings Current System Routing Table |

Host/Nameservice Network/Host Network Mask Gateway Network Interface
Network Interface default 0.0.0.0 192.168.180.1 etho

ETHO 192.168.180.0 255.255.252.0 0.0.0.0 tho

Network Interface TR ) ' ) o ¢

ETH1

Network Interface

I [t} i q -

Panding/Teamin User Defined Routes

Network Interface

PRE ‘ Use Route File

Routing disabled v

Routing File

Network Routes
Protocols
Network/Host Network Mask Gateway

Management

Routes cannot be used where the gateway / gateway host is not in the local sub-network range
of the Board.

The parameterization of this feature is a critical process as an incorrect
configuration may lead to considerable problems on the network!

The image above shows every configured route of the Base System Routing Table as well as
the User Defined Routes.

®
l The Board cannot be used as a router!

Select Use Route File to set whether the routing configuration set under User Defined
Routes should be used, or routing configuration using a routing file.

i If IPv6 routes are required, the routes must be made using the settings in

Chapter 6.3.2.6 Routing File.
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6.3.2.6 Routing File

In order to activate this function, Use Route File must be set to enabled on the Routing Page
(see Chapter 6.3.2.5 Routing).

The routing file also makes it possible to configure IPv6 routes.

7001 RC NETWORK MANAGEMENT SERVER 7052RC

Etektronik ' Gmbk

General Network Alarm [ Device GPS [ System 2|0

Host Settings Routing File

Host/Nameservice Update file:

Network Interface Durchsuchen...

ETHO

Network Interface

=

Network Interface Dowmload Routing File

Bonding/Teaming Click here to download

Network Interface

PRP

Routing

Routing File Current System Routing Table

Network

Network/Host Network Mask  Gateway Intorface

Protocols
default 0.0.0.0 102.168.180.1 etho

Management 192.168.180.0 255.255.252.00.0.0.0 etho
00000000000000000000000000000001 80 00000000000000000000000000000000 lo
fe800000000000000203c7fffe019b7a 80 00000000000000000000000000000000 lo
fe800000000000000000000000000000 40 00000000000000000000000000000000 eth0
ff000000000000000000000000000000 08 00000000000000000000000000000000 ethO
00000000000000000000000000000000 00 00000000000000000000000000000000 lo

Via the selection window under Update file and the button Upload now a new routing file can
be uploaded. When uploading the file is checked whether the file is error-free and only then it
is used.

If a routing file has already been uploaded, the uploaded routing file can be downloaded under
Download Routing File.

Routing File Syntax
Each line of the routing file must be either a valid routing line or a comment line.
A comment line starts with a hash sign (#) and can contain any text behind it.

A routing line has the format [destination address] [tab] [length of the destination mask in bits]
[tab] [gateway address for the specified destination].

If the host 192.168.20.11 is to be reached using the gateway 192.168.0.2, then the routing file
must look like this:
192.168.20.11 32 192.168.0.2

Example of a Routing File:

# Host 192.168.20.11 via Gateway 192.168.0.2

192.168.20.11 32 192.168.0.2

#Net 192.168.180.0 Netmask 255.255.255.0 via Gateway 192.168.0.2

192.168.180.0 24 192.168.0.2

#Net 2001:0db8:0:£102:: Subnet Prefix Length 64 via Gateway 2001:0db8:0:£f101::1
2001:0db8:0:£102:: 64 2000::1

Current System Routing Table
This table shows all active IPv4 and IPv6 routes.

For IPv6 routes, the colons of the destination and gateway addresses are not displayed, and
the Network Mask column displays the length in hexadecimal
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6.3.2.7 Management-Protocols — HTTP, SNMP etc.

Protocols that are not required should be disabled for security reasons. A correctly configured
Board is always accessible via the web interface.

Changes to the availability for a protocol (enable/disable) take effect immediately.

Eloktranik ' GmbH

If by mistake all protocol channels become "disabled" the SSH channel
automatically get "enabled" after the attempt to save.

After a factory default the HTTP channel is "enabled".

7001RC NETWORK MANAGEMENT SERVER 7052RC

General Network alarm | pDevice | GPS |  system vl=0

Host Settings Management Protocols SNMP

Host/Nameservice HTTP Network Interface System Location

Network Interface | |
ETHO

Network Interf HTTPS Network Interface System Contact

etwork Interface n
v v

=" disabled I |
Network Interface SSH Network Interface SNMPv2 Read Only Community
Bonding/Teaming |pub|ic |
Network Interface TELNET Network Interface Wi

PRP isabled v |SNMPv2 Read Write C |
Routing secret

Routing il SNMP Network Interface

Routing File i

g i ShPu3 Securty Name
Hopf Management
Consol .
Protocols enabled S:ei::\;i;cciis Rights
Management SNMPv3 Authentication Protocol
MD5 v

SNMPv3 Authentication Passphrase

I
=T
£ |3
LS
z |2 e
3
FRE i
o o
-} a
8 2}
i3
g |3
2|z
- (=]
g |3
+ n
2
5

2000 SNMPv3 Privacy Protocol

SNMPv3 Privacy Passphrase

All fields must be completed for the SNMP to operate correctly. Contact your network admin-
istrator if you do not have all the data.

The SNMP protocol should be enabled when using SNMP Traps.

i

These service settings are applicable across the board! Services with “dis-
abled” status are not externally accessible and are not made externally
available by the Board!
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6.3.2.7.1 SNMPv2c / SNMPv3

Both protocols SNMPv2c and SNMPv3 are supported and can be configured and enabled
independently from each other.

System Location and System Contact are global settings and are valid for both protocols
(SNMPv2c / SNMPV3).

In order to disable SNMPv2c both fields SNMP Read Only Community and SNMP Read
Write Community must remain empty.

SNMPv2c SNMPv2c enabled SNMPv2c disabled
Read Only Community: set (e.g. public) empty
Read/Write Community: set (e.g. secret) empty

In order to enable SNMPV3 the following fields must be set:

SNMPv3 Description

Security Name: SNMPV3 is enabled (identical to the username)

Access Rights: Equivalent to the Read/Write Communities in SNMPv2c
Authentication Protocol: Authentication (MD5 or SHA Hash)

Privacy Protocol: Encryption (DES or AES Algorithm)

There are three security levels in SNMPv3 that can be adjusted by the removal of the pass-

phrases:
SNMPv3 noAuthNoPriv authNoPriv authPriv
Authentication Passphrase: empty set set
Privacy Passphrase: empty empty set

Right now only one user is supported.

6.3.2.7.2 HMC Management Port

By standard the connection between management board (LAN) 7052RC and the remote soft-
ware HMC is made via TCP Port 12000. If this value is changed all HMC-connections are
interrupted. They must be re-connected by specification of the new configured ports.

® If there is a firewall between HMC and the board the adjusted port (default
l 12000) must be unlocked to use TCP.
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6.3.3 ALARM Tab

All the links within the tabs on the left hand side lead to corresponding detailed setting options.

6.3.3.1 Syslog Configuration

It is necessary to enter the name or IPv4 or IPv6 address of a Syslog server in order to store
every configured alarm situation which occurs on the Board in a Linux/Unix Syslog. If every-
thing is configured correctly and enabled (dependent on the Syslog level), every message is
transmitted to the Syslog server and stored in the Syslog file there.

Syslog uses Port 514.
Co-logging on the Board itself is not possible as the internal memory is not of sufficient size.

It should be noted that the standard Linux/Unix Syslog mechanism is used for this functionality.
This is not the same as the Windows System Event mechanism!

7001RC NETWORK MANAGEMENT SERVER 7052RC

Eiektronik ' GmbH

[ General [ Network [ Alarm Device [ GPS System
Alarm Configuration Syslog Configuration
Syslog Configuration Syslog Logging Enabled
eMail Configuration
SNMP Configuration Server Identifier
[L92.168.180.11
W Alarm Level
iarm Messages
Alarm Messages
External Alarms

The alarm level designates the priority level of the messages to be transmitted and the level
from which transmission is to take place (see Chapter 6.3.3.4 Alarm Messages).

Alarm Level Transmitted Messages
none Nno messages
info info / warning / error / alarm
warning warning / error / alarm
error error / alarm
alarm alarm
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6.3.3.2 E-mail Configuration

7001RC NETWORK MANAGEMENT SERVER 7052RC

Eiaktronix ' GmbH

[ General [ Network [

Alarm Device [ GPS System
Alarm Configuration eMail Configuration
Syslog Configuration eMail Notification Enabled
eMail Configuration
SNMP Configuration SMTP Server
[L92.168.1.10 |
Sender Address
Alarm Messages —
|t|meserver@compa ny.com |
Alarm Messages .
eMail Addresses
External Alarms
eMail Alarm Level
O |inf0@company.com | |info ~

E-mail notification is one of the important features of this device which offer technical person-
nel the opportunity to monitor and/or control the IT environment.

It is possible to configure various, independent E-mail addresses which each have different

alarm levels.

Dependent on the configured level, an E-mail is sent after an error has occurred on the re-

spective receiver.

A valid E-mail server (SMTP server) must be entered for the purpose of correct configuration.

Some E-mail servers only accept messages if the sender address entered is valid (spam pro-
tection). This can be inserted in the “Sender Address” field.

The Alarm Level designates the priority level of the messages to be sent and the level from
which they are to be sent (see Chapter 6.3.3.4 Alarm Messages).

Alarm Level

Transmitted Messages

none

no messages

info

info / warning / error / alarm

warning

warning / error / alarm

error

error / alarm

alarm

alarm
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6.3.3.3 SNMP Configuration / TRAP Configuration

It is possible to use an SNMP agent (with MIB) or to configure SNMP traps in order to monitor
the Board over SNMP.

7001RC NETWORK MANAGEMENT SERVER 7052RC

Elektronik ™ GmbH

[ General [ Network [ Alarm Device [ GPS System
Alarm Configuration SNMP Configuration

Syslog Configuration SNMP Traps Enabled

eMail Configuration

SNMP Configuration Alarm Level
Alarm Messages SNMP Traps

Alarm Messages

External Alarms Host Name rlfll;tnher Community

[J[t92.168.180.10 |[162  |[public

Info: You have to activate SNMP service
in Network/Management menu to use this feature!

SNMP traps are sent to the configured hosts over the network. It should be noted that these
are based on UDP and therefore it is not certain that they will reach the configured host!

Several hosts can be configured. However, all have the same alarm level.

The private hopf enterprise MIB is also available over the web (see Chapter 6.3.4.11 Down-
loading Configurations / SNMP MIB).

The “Alarm Level” designates the priority level of the messages to be sent and the level from
which they are to be sent (see Chapter 6.3.3.4 Alarm Messages).

Alarm Level Transmitted Messages
none no messages

info info / warning / error / alarm
warning warning / error / alarm

error error / alarm

alarm alarm

SNMP protocol must be enabled in order to use SNMP (see Chapter
6.3.2.7 Management-Protocols — HTTP, SNMP etc.).
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6.3.3.4 Alarm Messages

Every message shown in the image can be configured with the displayed alarm levels. If level
NONE is selected this means that this message is completely ignored.

7001 RC NETWORK MANAGEMENT SERVER 7052RC

[ General [ Network [ Alarm Device GPS [ System v =0
Alarm Configuration | Alarm Messages |

Syslog Configuration Message Alarm Level

eMail Configuration Synchronization status has changed info

aintg e Firmware update has been performed

Leapsecond has been announced - will take place with the next hour change |info
[Alar|Hessages Reboot by User has been initiated info

Alarm Messages Changes made in the configuration have been saved to flash disc info
External Alarms Daylight saving time change has been announced - will take place with the
next hour change

Daylight saving time indicator has changed info
Current error indicator has changed info
Currently tracked GPS Satellites changed below 4 info

Currently tracked GPS Satellites are ZERO

Currently tracked GPS Satellites changed above or equal 4 info
Currently inserted number of cards in the system has been changed info
Current error state of card changed info

GLONASS synchronization status has changed
GLONASS error status has changed none

Mumber of currently tracked GLONASS satellites is zero none

H 3 3
= &
<) L<l el Le <] e [e) < L [« e 1« L] e e k] I

Number of currently tracked GLONASS satellites greater than zero none

A corresponding action is carried out if an event occurs, depending on the messages, their
configured levels and the configured notification levels of the E-mails.

Modified settings are failsafe stored after Apply and Save only.
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6.3.3.5 External Alarm Messages (optional)

The Management Board 7052RC optionally provides eight (8) TTL compatible monitoring in-
puts within the system that are available for sending alarm messages released by the change
of the input signal.

7001RC NETWORK MANAGEMENT SERVER 7052RC
Elektrontk ' Gmbk

[ General [ Network [ Alarm Device GPS [ System v =0
Alarm Configuration | External Alarms |
Syslog Configuration Input Active Label Alarm Level Alarm Trigger
€Mail Configuration Confi‘ uratifm 1 ¥ [Head Control | [info v| [Rising Edge |
SNMP Configuration
2 & ‘Power Control 1 | [warning v]| [Both Edges V|
3 ¥ [power control 2 | [error ] [Both Edges /|
Alarm Messages
4 M [Switchbox 1 | [alarm | [Falling Edge V|
Alarm Messages 5 1 ‘Smtchbox 2 | [info v| [Falling Edge V|
External Alarms
6 O ‘ | |nnne v‘ ‘Rising Edge Vl
7 O | [none ] [Rising Edge ¥|
8 [} ‘ | [none  w| [Rising Edge |

Each monitoring input is separately configured:

Active:
Activation / Deactivation of the monitoring input for release of alarm messages.

Label:
Naming of the monitoring input for a better identification of the alarm message, maximal 65
ASCII characters possible.

Alarm Level:
The alarm level indicates the priority level of the alarm message to be sent.

Alarm Trigger:
The Alarm Trigger indicates the change of signal input causing sending of the alarm message.

Alarm Trigger Change of Signal Display TTL Input Signal
Rising Edge Rising Off ® On 5V =0V
Falling Edge Falling On = Off oV = 5V
- . Off ® On 5V = 0V
Both Edges Rising and Falling On = Off 0V = 5V
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6.3.4 DEVICE Tab

All the links within the tabs on the left hand side lead to corresponding detailed setting options.

7001RC NETWORK MANAGEMENT SERVER 7052RC

Elaktromik © GmbH

[ General [ Network [ Alarm [ Device GPS System
Device Device Info

Device Info Device Type

Hardware Info 7052RC

Factory Defaults Device Uptime

Reboot Device 0 days 00 hours 08 minutes

Hardware Reset Serial Number

Image Update 8030019901

H8 Firmware Update _

N Image Version

Upload Certificate 01.00 (P2)

Customized Security

Banner Image Program Date

Product Activation 28.02.2018

Diagnostics
Daccwnedes

This tab provides the basic information about the Board hardware and software/firmware.
Password administration and the update services for the Board are also made accessible via
this website. The complete download zone is also a component of this site.

6.3.4.1 Device Information

All information is available exclusively in write-protected and read-only form. Information about
the Board type, serial number and current software versions is provided to the user for service
and enquiry purposes.
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6.3.4.2 Hardware Information
Read-only access is provided here in the same way as for device information.

The user requires this information in the case of service requests, e.g. MACH version, hard-
ware status etc.

hapF 7001 RC NETWORK MANAGEMENT SERVER 7052RC
Elektronik ™ GmbH . o
& 2005-2017 rdes.eu
[ General [ Network [ Alarm [ Device GPS [ System
Device Hardware Info
Device Info Serial Number
Hardware Info 8030019901
Factory Defaults H& Firmware Version
Reboot Device 01.00 (25.01.2018)
Hardware Reset H8 status
Image Update Normal operation
H8 Flrmwart.a Update HB uptime
Upload certificate 1 days 2 hours 55 minutes
Customized Security
Banner MACH Firmware Version
Product Activation 11
Diagnostics Bridges
16
Card Layout
Passwords 0
Special Program
Master Password 0

Device Password
Metwork Interface 1 + 2

10/100/1000 MBIt Autosensing

Downloads Product-Config-1D

0180300199010000849999999999020516101700000011A00001002501180011
017052010001A000009999999999803001990100000011000000000000000000

SNMP MIB
Configuration Files Current DIP Switch Settings
i 2 3 4 5 6 7 8
OFF oM OFF OFF OFF OFF OFF OFF

The settings of the DIP-switch on the Board 7052RC will be shown under the point "Current
DIP Switch Settings".
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Elektronik ‘ GmbH

6.3.4.3 Restoring the Factory Settings - Factory Defaults

In some cases it may be necessary or desirable to restore all of the Board’s settings to their
delivered condition (factory defaults).

Hardware Info
Factory Defaults
Reboot Device
Hardware Reset
Image Update

H8 Firmware Update

Upload Certificate
Customized Security

RESET to factory defaults is a critical action, all
values will be set to default - the device will be
rebootet immediately. Are you sure you want
to reset to factory defaults now?

Reset now

[ General [ Network [ Alarm [ Device GPS [ System
Device Factory Defaults
Device Info WARNING!

Banner
Product Activation

This function serves to restore all values in the flash memory to their default values. This also
includes passwords (see Chapter 9 Factory Defaults of Board 7052RC).

Please log in as a “Master” user in accordance with the description in Chapter 6.2.1 LOGIN

and LOGOUT as a User

Press the "Reset now" button and wait until the restart has been completed.

Once this procedure has been triggered there is NO possibility of restoring the deleted config-
uration.

® After a factory default a complete check (and reconfiguration of the Board
l where appropriate) is required. In particular, the default MASTER and DE-
VICE passwords must be reset.
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6.3.4.4 Restarting the Board (Reboot Device / Hardware Reset)

The restart concerns Board 7052RC only.

Reboot Device: Restart of the internal Operating System

[ General [ Network [ Alarm [ Device GPS [ System
Device Reboot Device

Device Info WARNING!

Hardware Info . _ .

Faul REBOOT is a critical action, all unsaved

Factory De Iau ts changes will be lost. Are you sure you want to

Reboot Device reboot the device now?

Hardware Reset

p——

H8 Firmware Update Reboot now

Upload Certificate

Customized Securitv

Hardware Reset: Board Reset including all Hardware components

[ General [ Network [ Alarm [ Device GPS System
Device Hardware Reset
Device Info WARNING!
Hardware Info . . .
Faul HARDWARE RESET is a critical action,
Factory De Iau ts synchronization will be lost. Are you sure that
Reboot Device you want to perform the reset now?

Hardware Reset
Image Update
H& Firmware Update

Upload Certificate
Customized Securitv

| Perform Reset now |

All settings not saved with "Save" are lost on Reboot / Hardware Reset
(see Chapter 6.2.3 Entry or Changing Data).

In broad terms, the NTP service implemented on the Board is restarted. This leads to a re-
newed alignment phase with the loss of the stability and accuracy reached up to this point.

Please log in as a “Master” user in accordance with the description in Chapter 6.2.1 LOGIN
and LOGOUT as a User.

Pressing the "Reset now" or "Perform Reset now" button releases a restart.
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6.3.4.5 Image Update & H8 Firmware Update
Patches and error recovery are provided for the individual Boards by means of updates.

Both the embedded image and the H8 firmware can only be downloaded to the Board via the
web interface (login as “Master” user required). See also Chapter 2.3 Firmware Update.

The following points should be noted regarding updates:

e Only experienced users or trained technical personnel should carry
out an update after checking all necessary preconditions.

e Important: Faulty updates or update attempts may under certain
circumstances require the Board to be returned to the factory for rec-
tification at the owner’s expense.

e Check that the update on hand is suitable for your Board. If in doubt
please consult the support of the Aopf company.

e In order to guarantee a correct update, the "New version of saved
site” function must be set to "On each access to the site" in the In-
ternet browser used.

e During the update procedure, the device must not be switched off
and settings must not be saved to the flash memory!

e Updates are always executed as software set. l.e. H8 firmware up-
date + image update. Unless specifically defined otherwise in the
SET, it is absolutely essential to complete the H8 firmware update
first, followed by the image update.

e For the Update please pay attention to the points in Chapter 2.3 Firm-
ware Update.

In order to carry out an update, enter the name and the folder in which the update / firmware
image is located in the text field or open the file selection dialogue by pressing the "Browse"
button.

Correct firmware and image designations are (e.g.):

H8 8030_v0114_128.mot for the H8 firmware
(update takes approx. 1-1.5 minutes)

upgrade_8030gen_v0120.img for the embedded image
(update takes approx. 2-3 minutes)
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The update process is started by pressing the "Update now" button. The update is installed if
the transfer and checksum test are successful. A success page is displayed and shows the

number of bytes that have been transferred and installed.

[

General [

Network

[ Alarm [ Device GPS [ System

Elektronik ‘ GmbH

A restart of the Board with the new Firmware is done automatically after the H8-Firmware

Hardware Info
Factory Defaults
Reboot Device
Hardware Reset
Image Update

H8 Firmware Update

Upload Certificate
Customized Security
Banner

Product Activation
Diaanostics

update.

Device H8 Firmware Update |
Device Info WARNING!

H8 FIRMWARE UPDATE is a critical action. Please
ensure not to switch off power during upload!
Device will be rebootet automatically after update!

Update file:
Durchsuchen...

The procedure for the Image update differs only in how the Board is restarted.

[ General [ Network [ Alarm [ Device GPS [ System
Device Image Update
Device Info WARNING!

Hardware Info
Eactory Defaults
Reboot Device
Hardware Reset
Image Update

H8 Firmware Update
Upload Certificate

Customized Security
Banner

Product Activation
Diagnostics

After the image-update the WebGUI displays a window to confirm the restart (reboot) of the

board.

Passwords

IMAGE UPDATE is a critical action.

This action takes several minutes!

Please ensure not to switch off power during
update!

CAUTION: It is highly recommended to set the
operation mode of the network interfaces to "Auto
negotiate” during update operation!

Update file:
Durchsuchen...

70/98

hopf Elektronik GmbH
Nottebohmstr. 41«

D-58511 Liidenscheid -«

Tel.: +49 (0)2351 9386-86 -«

7052RC Network Management Server - V01.00

Fax: +49 (0)2351 9386-93 -+ Internet: http://www.hopf.com «

E-Mail: info@hopf.com



HTTP/HTTPS WEBGUI — WEB BROWSER CONFIGURATION INTERFACE E/emggb,f

6.3.4.6 Upload SSL-Server-Certificate

This offers the possibility to encrypt the https connections to the board 7274 (RC) with a user-
provided SSL server certificate.

[ General [ Network [ Alarm [ Device GPS [ System
Device Upload Certificate |
Device Info WARNING!
Hardware Info . . . .
Faul UPLOAD a Certificate is a critical action. Please
Factory De .au ts ensure not to switch off power during upload and
Reboot Device reboot after upload!

Hardware Reset
Image Update

H8 Firmware Update
Upload Certificate

Customized Security Upload now

Banner
Product Activation

Update file:
Durchsuchen...

6.3.4.7 Customized Security Banner

Special security information which are displayed in the General-Tab can be entered here by

the user.
[ General [ Network [ Alarm [ Device GPS [ System
Device Customized Security Banner for General Tab |
Device Info Security Banner Text (max. 2000 characters)™
Hardware Info This is a Security Banner Text for Special custom Information shown into

Factory Defaults General Tab!

Reboot Device
Hardware Reset
Image Update

H8 Firmware Update
Upload Certificate

Customized Security
Banner

Product Activation

The security information can be written as ‘'unformatted’ text as well as in HTML format. There
are 2000 characters available to write failsafe into the Time Server.

The text may only contain the characters Ato Z,ato z,0to 9 and !, . : ? and Space included,
all other characters are removed!

General Network [ Alarm [ Device [ GPS [ System

Customized Security Banner |

This is a Security Banner Text for Special custom Information shown into General Tab!

After a successful storage the "Customized Security Banner" with the saved security infor-
mation is displayed in the General-Tab.

To delete the "Customized Security Banner" the inserted text must be deleted and saved
again.
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6.3.4.8 Product Activation

Optional features (e.g. Network Interface Bonding/Teaming) can be activated using a special
activation key which can be requested from hopf Elektronik GmbH.

An activation key is bound to a specific board and cannot be shared between different boards.

[ General [ Network [ Alarm [ Device GPS [ System
Device Overview
Device Info Feature Status Activation Key

Hardware Info

Factory Defaults
Reboot Device

Hardware Reset IEEE 802.1Q Tagged VLAN Inactive N/A
Image Update
H8 Firmware Update

Metwork Interface Bonding/Teaming Inactive N/A

IEC 62439-3 Parallel Redundancy Protocol (PRP) Inactive M/fA

Upload Certificate -

. . Activate Feature
Customized Security
Banner

X ) Insert Activation Key
Product Activation |

Diagnostics
Passwords Key Reset
Master Password WARNING!

Device Password
The activated features won't be available anymore after reset. If you

want to reactivate this features you will have to enter the activation keys

again.
Downloads
SNMP MIB Perform Key Reset now

Configuration Files

Overview
List of all options with its current activation status and the stored activation key.

Activate Feature

Input field to enter a new activation key. The activation key has 26 characters and can be
entered case insensitive. After entering a key the feature can be activated by pressing the ~
Apply button. If activation was successful the new feature is listed in the overview with status
“Active” and can be used immediately.

Key Reset

Clears all Activation Keys and sets all optional features to status “Inactive”. No optional feature
is available anymore after performing the Key Reset. If the feature is enabled again, the last
configuration for the optional feature is restored.
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6.3.4.9 Diagnostics Function

It "status messages" is activated the output is processed as SYSLOG message. This function
should only be used/activated in case a problem arises and after consulting the Aopf support.

[ General [ Network [ Alarm [ Device GPS [ System

Device Real Time Diagnostics |

Device Info Status Messages
Hardware Info disabled v

Eactory Defaults
Reboot Device

Hardware Reset
- Hardware Log

Image Update
H8 Firmware Update Download Hardware Log
Upload Certificate Click here to download

Customized Security
Banner

| Refresh Hardware Log

Product Activation
Diagnostics
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6.3.4.10 Passwords (Master/Device)

Differentiation is made between upper and lower case characters in passwords. In principle,
all alphanumeric characters and the following symbols are allowed in passwords:

[1O*-_1$%&/=7
(See also Chapter 6.2.1 LOGIN and LOGOUT as a User)

Change Device Password |

Current password

| |

New password (min. 6 characters)
| |

Confirm new password

A new password must contain at least one uppercase and lowercase letter, one humber, and
between 6 and 20 characters.
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6.3.4.11 Downloading Configurations / SNMP MIB

In order to be able to download certain configuration files via the web interface it is necessary
to be logged on as a "master" user.

[ General [ Network [ Alarm [ Device GPS [ System
Device SNMP MIB
| Download hopf7001RC MIB
Passwords Click here to download
Downloads
SNMP MIB

Configuration Files

The loaded file System Configuration from the board is only used for
support purposes and cannot be reloaded for adjusting the settings.

i 0

Before a file System Configuration download it is imperative to press the
button [Refresh System Configuration|.

The "private hopf enterprise MIB" is also available via the WebGUI in this area.

In order to be able to download certain configuration files via the web interface, it is necessary
to have logged in as a 'master' user.

[ General [ Network [ Alarm [ Device GPS [ System

Device Configuration Files |
Navire Tnfa ‘

Passwords

Mactar Pacowanred

‘ Device Configuration |

Download Device Configuration

Downloads Click here to download

SNMP MIB
Configuration Files

| Refresh Device Configuration
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6.3.5 GPS
This tab represents the following GPS information.

Further information about "GPS Reception and Display of Satellites are represented in the
technical manual of the system.

6.3.5.1 GPS Overview

Oy
;ﬂf@ﬁjiﬁ 7001RC NETWORK MANAGEMENT SERVER 7052RC
Elektronik ' GmbH
[ General [ Network [ Alarm [ Device [ GPS System
GPS Reception Quality
Reception Quality Satellites in View Satellites Tracked
Receiver Position 12 4
SAT| 5/N RATIO BAD SUFFICIENT GOOD
24 78 ARARARARRANINY RN
15 6o ARARARARRANINY ARARRARRARA RN
10 42 COLSMTRATARARR Y EE TR T
28 36 RN RN R AR RN AR R AR AR A RN

GPS reception guality values are refreshed automatically every 5 seconds.

Satellites Visible

Theoretical quantity of detected satellites by the GPS receiver.

Satellites Tracked

Effective quantity of received satellites used for the synchronization of the base system.
Number of Satellites — S/N Value

Overview of effectively received GPS satellites with their reception quality and the pertinent
interpretation.

green 48-108 good reception quality
ellow 33-45  sufficient reception quality
h 0-30 poor reception quality
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6.3.5.2 GPS Receiver Position

I'apf 7001RC NETWORK MANAGEMENT SERVER 7052RC
Elektronik ™ GmbH £ 2005-2017 rdes.eu
[ General [ Network [ Alarm [ Device [ GPS System
GPS Longitude
Reception Quality Degrees Minutes Milliseconds Direction
Receiver Position 7 39 46692 east
Latitude
Degrees Minutes Milliseconds Direction
51 12 42414 north

Current Position with Longitude and Latitude

Hereby the geographical position of the system is shown. At the first use this function is helpful
because you can see if the receiver has already determined the current position.
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6.3.6 System

On the left side every link of the navigation is leading to the appropriate system overview.

6.3.6.1 System Overview

The System tab gives an overview over all connected system boards in the System 7001RC.

. -
57}@[{,@,1/ 7001RC NETWORK MANAGEMENT SERVER 7052RC
Eloktronik ™ GmbH
‘ General ‘ Network Alarm ‘ Device GPS | System
) System 1 System Overview [
System Overview System ID
External Alarms 1
Error Overview
Installed Cards
Card Type Ntfranrl;ier Card Status
7020RC CONTROL BOARD 0 . OK
7052RC MANAGEMENT BOARD (LAN) 2 D 1dle
7274RC NTP LAN BOARD WITH 2 INTERFACES 3 - Monitored
7406RC MASTER-/SLAVE CLOCK BOARD 1 . Monitored
Monitored /
7515RC MAINS FREQUENCY ANALYSIS BOARD 3 . Grid Error
System ID: 7001RC System code

Overview of the boards

Installed Cards: connected to the system
7001RC
Card Type: System board name
Card Number: adjusted associated system
board number
Card Status: actual control status
Monitored: high control status
Idle: low control status
OK status of the control board
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6.3.6.2 External Alarms

Overview of the current state of the optionally external monitoring inputs.

h@pﬂ; 7001RC NETWORK MANAGEMENT SERVER 7052RC
Eioktronix ¥ GmbH
[ General | Network [ Alarm [ Device | cps | System
| External Alarms |
System Qverview Input Active Label Current Value
External Alarms 1 N OFF
Error Querview
2 N OFF
3 N OFF
4 N OFF
5 N OFF
6 N OFF
7 A Test Signal ON
a8 N OFF

External Alarms

Input:
Number of the monitoring input.

Active:
Activation status of the monitoring input, Y = activated and N = deactivated.

Label:
Name of the monitoring input.

Current Value:
Current state of the monitoring input ON / OFF.

7052RC Network Management Server - V01.00 79/98

hopf Elektronik GmbH
Nottebohmstr. 41 « D-58511 Liidenscheid < Tel.: +49 (0)2351 9386-86 + Fax: +49 (0)2351 9386-93 -« Internet: http://www.hopf.com < E-Mail: info@hopf.com



HTTP/HTTPS WEBGUI — WEB BROWSER CONFIGURATION INTERFACE E/emggb,f

6.3.6.3 ERROR Overview

iﬁ@fﬁ]i; 7001RC NETWORK MANAGEMENT SERVER 7052RC
[ ] 2 200 rdes, e
[ General [ Network [ Alarm [ Device GPS System
System Overview Error Type Error Mask Error State
%Na.rms Invalid System Time Low, Ignored ﬂ
Error Overview
System not synchronous (Radio) Low, Ignored ﬂ
SyncOFF Timer active Low, Ignored ﬂ
SyncON Timer active Low, Ignored !I
Monitoring Error Low, Ignored !I
Mains Frequency Error (7515RC card-specific) Low, Ignored !I
Line Error (7406RC card-specific) Low, Ignored ﬂ
Idle Error Low, Ignored ﬂ
Control of the internal Crystal Basis Low, Ignored ﬂ
Keypad active Low, Ignored ﬂ
NTP accuracy lower than high (727xRC card-specific) Low, Ignored ﬂ
NTP accuracy lower than medium (727xRC card-specific) Low, Ignored ﬂ
Sync.-Status Pimary Source (only Mult-Source Mode) Low, Ignored ﬂ
Sync.-Status Secondary Source (only Multi-Source Mode) Low, Ignored ﬂ

The current status of the individual error messages can be consulted in the system 7001RC
at any time. The listing does not take into account whether errors are static or dynamic.

Display of error status messages in the system:

e High — high priority level (major error)
e Low — low priority level (minor error)
e Ignored - the error is removed from the common message
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The following errors are displayed:

Error No. Error Type Meaning

System

7001RC

ERROR-01 |Invalid System Time System time valid / invalid

ERROR-02 | System not synchronous System status is synchronous / not synchro-
nous

ERROR-03 | SyncOFF Timer active SyncOFF Timer running / not running

ERROR-04 |SyncON Timer active SyncON Timer running / not running

ERROR-05 |Monitoring Error RC function board operated in "Monitoring
Mode" reports an error message

ERROR-06 |Mains Frequency Error RC function board 7515RC operated in "Moni-
toring Mode" reports a Mains Frequency error

ERROR-07 |Line Error RC function board 74065RC operated in "Moni-
toring Mode" reports Line error

ERROR-08 |Idle Error RC function board operated in "Idle Mode" re-

ports error message. Possible reasons: Failure
of t the appropriate boards or card-specific er-
rors (line error, mains frequency error or NTP
accuracy < high / medium message).

ERROR-09 | Control of the internal Crystal Basis | Error / no error in the control of the internal
crystal basis

ERROR-10 |Keypad active Access via remote interface possible / not pos-
sible
ERROR-11 |NTP accuracy lower than high RC function board, operated in "Monitoring

Mode", reports "NTP accuracy < high"

ERROR-12 |NTP accuracy lower than medium RC function board, operated in "Monitoring
Mode", reports "NTP accuracy < medium"

ERROR-13 |Sync-Status Primary Source Primary synchronisation source for synchroni-
sation is available / not available

ERROR-14 |Sync-Status Secondary Source Secondary synchronisation source for synchro-
nisation is available / not available

Card-specific Errors:

1. Card-specific errors are reported by the relevant boards. If there is a board failure, not the
card-specific errors are reported but the error of the appropriate board!

2. Card-specific errors are only reported separately if the relevant board runs in "Monitoring
Mode". Otherwise the Idle error is activated.

Example: If a board 7406RC fails which runs in "Monitoring Mode" the Monitoring Error
(ERROR-05) will be reported but no Line Error (ERROR-07)!
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7 SSH and Telnet Basic Configuration

Only basic configuration is possible via SSH or Telnet. The complete con-
figuration of Board 7052RC takes place exclusively via the WebGUI.

It is just as easy to use SSH (Port 22) or Telnet (Port 23) as the WebGUI. Both protocols use
the same user interface and menu structure.

The user names and passwords are the same as on the WebGUI and are kept in alignment
(see Chapter 6.3.4.10 Passwords (Master/Device)).

SSH does not allow blank passwords for safety reasons.

The corresponding service is to be enabled for the use of Telnet or SSH
(see Chapter 6.3.2.7 Management-Protocols — HTTP, SNMP etc.)

login as: master
master@l%2.168.180.125"'s password:

M M GGGGE TTTITTTIIT
MM MM G G T
MMMM G T
M M M G GGGG T
M M G G T
M M GEGGEE T

Hopf 7052 MANAGEMENT CARD (c) 2006 - 2018

This is a Security Banner Text for Special custom Information shown into General
Tab!

Press Enter to continue

Main Menu

. General

. Network

. BAlarm

. System Overview
. Device Info

0 ... Exit

o W

Choose a Number =>

Navigation through the menu takes place by entering the respective number associated with
the menu option (as can be seen in the above image).
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8 Technical Data

General technical Data of the Board 7052RC.

Assembly

Model

Euro-board 160 x 100 mm

Power supply

internal system voltage Vpp

5V DC + 5% via system bus

Environmental Conditions

Temperature range: operation:

0°C to +40°C

storage:

-20°C to +75°C

Humidity:

max. 95%, not condensed

TCP/IP Network Protocols

HTTP/ HTTPS
DHCP

Telnet

SSH

SNMPv2c / SNMPv3

Configuration

e HTTP/HTTPS-WebGUI (Browser Based)

e Telnet
e SSH

e hopf Base System via keypad and display resp. Amc remote access
e hmc network configuration assistant

Power consumption —internal

Normal operation

Typical: 550 mA (max. 850 mA)

Boot phase

Typical: 550 mA (max. 850 mA)

LAN - ETHO/ETH1

Network connection

Via a LAN cable with RJ45 connector, male (rec-
ommended cable type CAT5 or better)

Request per second

Max. 6,250 requests (during operation in GigaBit net-
works under optimum network conditions)

Number of connectable Clients

Theoretically unlimited

Network interface ETHO

10/100/1000 Base-T

Ethernet compatibility

Version 2.0 / IEEE 802.3

Isolation voltage
(Network- to system side)

1500 Vrms

Boot time: typ.: 35 seconds
- When using static IP addresses for ETHO and ETH1. De-
pending on the network configuration in use (e.g. DHCP) an
extension of the boot phase can occur.
MTBF
MTBF > 740,000 hours

Ambient Conditions

Temperature range:

Operation:

0°C to +55°C

Storage:

-20°C to +75°C

Humidity:

max. 95%, non condensing
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FACTORY DEFAULTS OF BOARD 7052RC

9 Factory Defaults of Board 7052RC

The default delivery status of the Board 7052RC meets the factory default values when using

GPS synchronization sources.

Host/Name Service Setting WebGUI
Hostname Hopf7052RC Hopf7052RC
Use Manual DNS Entries Enabled Enabled
DNS Server 1 IPv4/IPv6 Address Blank

DNS Server 2 IPv4/IPv6 Address Blank ---

DNS Server 3 IPv4/IPv6 Address Blank

Use Manual Gateway Entries Enabled Enabled
Default Gateway IPv4 Address Blank

Default Gateway IPv6 Address Blank

Network Interface ETHO Setting WebGUI
Use Custom Hardware Address (MAC) Disabled Disabled
Custom Hardware Address (MAC) Blank

DHCP Disabled Disabled

IP 192.168.0.1 192.168.0.1
Netmask 255.255.255.0 255.255.255.0

Operation mode

Auto negotiate

Auto negotiate

VLAN Interfaces Disabled Disabled

IPv6 Settings Disabled Disabled
Network Interface ETH1 Setting WebGUI

Use Custom Hardware Address (MAC) Disabled Disabled
Custom Hardware Address (MAC) Blank ---

DHCP Enabled Enabled

IP Blank ---

Netmask Blank

Operation mode Auto negotiate Auto negotiate
VLAN Interfaces Disabled Disabled

IPv6 Settings Disabled Disabled
Bonding Setting WebGUI
Network Interface Bonding/Teaming Disabled Disabled

PRP Setting WebGUI
Network Interface PRP Disabled Disabled
Routing Setting WebGUI

Use Route File Disabled Disabled

User Defined Routes Blank ---
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Management Setting WebGUI
HTTP Enabled Enabled
HTTPS Disabled Disabled
SSH Enabled Enabled
TELNET Disabled Disabled
SNMP Disabled Disabled
Hopf Management Console Disabled Disabled
HMC Management Port 12000 12000
System Location Blank
System Contact Blank ---

Read Only Community public public
Read/Write Community secret secret
Security Name Blank
Access Rights Readonly Readonly
Authentication Protocol MD5 MD5
Authentication Passphrase Blank
Privacy Protocol DES DES
Privacy Passphrase Blank
Destination MAC Address 09:00:06:03:FF:EF 09:00:06:03:FF:EF

9.1 ALARM
Syslog Configuration Setting WebGUI
Syslog Disabled Disabled
Server Name Blank -
Alarm Level Disabled None
E-mail Configuration Setting WebGUI
E-mail Notifications Disabled Disabled
SMTP Server Blank -
Sender Address Blank -
E-mail Addresses Blank
SNMP Traps Configuration Setting WebGUI
SNMP Traps Disabled Disabled
Alarm Level Disabled None
SNMP Trap Receivers Blank -—-
Alarm Messages Setting WebGUI
Alarms All disabled All none

9.2 DEVICE
User Passwords Settings WebGUI
Master Password master ---
Device Password device
Diagnostic Einstellung WebGUI
Real Time Diagnostics Disabled disabled

7052RC Network Management Server - V01.00

hopf Elektronik GmbH
Nottebohmstr. 41 + D-58511 Ludenscheid -

Tel.: +49 (0)2351 9386-86 -«

Fax: +49 (0)2351 9386-93 -«

Internet: http://www.hopf.com «

85/98

E-Mail: info@hopf.com




GLOSSARY AND ABBREVIATIONS

Elektronik ‘ GmbH

10 Glossary and Abbreviations

10.1.1 Time-specific expressions

uTC

Time Zone

Time Offset

Local Standard Time
(winter time)

Daylight Saving Time
(summer time)

Local Time

Leap Second

UTC Time (Universal Time Coordinated) was dependent on the
Greenwich Mean Time (GMT) definition of the zero meridian.
While GMT follows astrological calculations, UTC is based on
the stability and accuracy of the Caesium standard. The leap
second was defined in order to cover this deviation.

The globe was originally divided into 24 longitudinal segments
or time zones. Today, however, there are a number of time
zones which in part apply specifically to certain individual coun-
tries only.

In relation to the time zones, consideration was given to the fact
that local daylight and sunlight coincide at different times in the
individual time zones.

The zero meridian runs through the British city of Greenwich.

This is the difference between UTC and the valid standard time
of the current time zone.
The Time Offset will be commit from the local time zone.

Standard Time = UTC + Time Offset

The time offset is defined by the local time zone and the local
political regulations.

Offset of Daylight Saving Time =+ 1h

Daylight Saving Time was introduced to reduce the energy re-
quirement in some countries. In this case one hour is added to
the standard time during the summer months.

Local Time = Standard Time if exists with summer / winter time
changeover

A leap second is a second which is added to the official time
(UTC) in order to synchronise this with Greenwich Mean Time
when required.

Leap seconds are defined internationally by the International
Earth Rotation and Reference Systems Service (IERS).
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10.2 Abbreviations

D, DST
ETHO
ETH1
FwW
GPS

OEM
oS
PTP
PRP
RFC
SNMP

SNTP
S,STD
TCP

ToD
UDP

uTC
VLAN
WAN
msec

psec

ppm

Daylight Saving Time
Ethernet Interface O

Ethernet Interface 1
Firmware

Global Positioning System
Hardware

Interface

Internet Protocol

Local Area Network

Light Emitting Diode

Network Time Protocol
Network Element

Original Equipment Manufacturer
Operating System

Precision Time Protocol
Parallel Redundancy Protocol
Request for Comments

Simple Network Management Protocol (handled by more than 60
RFCs)

Simple Network Time Protocol
Standard Time

Transmission Control Protocol
http://de.wikipedia.org/wiki/User Datagram_Protocol

Time of Day

User Datagram Protocol
http://de.wikipedia.org/wiki/User Datagram_Protocol

Universal Time Coordinated
Virtual Local Area Network
Wide Area Network
millisecond (10 seconds)
microsecond (10 seconds)

parts per million (10-6)
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10.3

10.3.1

10.3.2

10.3.3

Definitions

An explanation of the terms used in this document.

DHCP (Dynamic Host Configuration Protocol)

DHCP makes it possible to integrate a new computer into an existing network with no addi-
tional configuration. It is necessary only to set the automatic reference of the IP address on
the client. Without DHCP, relatively complex settings need to be made. In addition to setting
the IP address, other parameters such as network mask, gateway and DNS server would need
to be entered. A DHCP server can assign these parameters automatically by DHCP when
starting up a new computer (DHCP client).

DHCP is an extension of the BOOTP protocol. A valid IP address is allocated automatically if
a DHCP server is available on the network and DHCP is enabled.

‘ @ \
l See RFC 2131 Dynamic Host Configuration Protocol for further information

SNMP (Simple Network Management Protocol)

Simple Network Management Protocol (SNMP) is a network protocol which was developed by
the IETF in order to be able to monitor and control network elements from a central station.
This protocol regulates the communication between the monitored devices and the monitoring
station. SNMP describes the composition of the data packets which can be transmitted and
the communication procedure. SNMP was designed in such a way that every network-com-
patible device can be monitored. The network management tasks which are possible with
SNMP include:

e Monitoring of network components
¢ Remote control and configuration of network components.
e Fault detection and notification

Due to its simplicity, SNMP has become the standard which is supported by most management
programmes. SNMP Versions 1 and 2c offer hardly any safety mechanisms. The safety mech-
anisms have been significantly expanded in the current Version 3.

With the aid of description files known as MIB’s (Management Information Base), the manage-
ment programmes are in a position to represent the hierarchical structure of the data of any
desired SNMP agent and to request data from them. In addition to the MIB’s defined in the
RFC’s, every software and hardware manufacturer can define his own so-called private MIB’s,
which reflect the special characteristics of his product.

TCP/IP (Transmission Control Protocol / Internet Protocol)

TCP and IP are generally used concurrently and thus the term TCP/IP has become established
as the standard for both protocols.

IP is based on network layer 3 (layer 3) in the OSI Layer Model while TCP is based on layer
4, the transport layer. In other words, the expression TCP/IP signifies network communication
in which the TCP transport mechanism is used to distribute or deliver data over IP networks.
As a simple example: Web browsers use TCP/IP to communicate with web servers.
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10.4 Syslog Messages

Description of the Syslog messages of the Board 7052RC configured by the alarm messages.
Further Syslog messages generated by the operating system (e.g. NTP, Syslog-Deamon, ...)
are not described here.

Wert
Typ | Meldung %1, %2

G Synchstatus changed from %1 to %2 ILC, 1R
E Firmware update performed -
g | Leap second has been announced - i

will take place with the next hour change
E Reboot by user has been initiated -
E | Changes made in the configuration have been saved to flash disc | -
E Daylight saving time change has been announced -

will take place with the next hour change
G Current error indicator has changed
E Currently tracked GPS Satellites changed below 4
E Currently tracked GPS Satellites are ZERO
E Currently tracked GPS Satellites changed above or equal 4
E Currently inserted number of boards in system has been changed
E Current error state of board has changed
E | GLONASS synchronization status has changed
E GLONASS error status has changed
E Number of currently tracked GLONASS satellites is zero
E Number of currently tracked GLONASS satellites is greater than

zero

Type of message ( E : single-point information ; G : group information )
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11 List of RFC

e DHCP (RFC 2131)

e HTTP (RFC 2616)

e HTTPS (RFC 2818)

e SSH-2 (RFC 4250-4256, 4335, 4344, 4345, 4419, 4432, 4716, 5656)
e TELNET (RFC 854)

e SNMPv2c (RFC 1213, RFC1901-1908)

e SNMPv3 (RFC 3410)

e SYSLOG (RFC 5424)

e SMTP (RFC 5321)
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12 List of Open Source Packages used

Third Party Software

The hopf network TimeServer 7052RC includes a numerous of software packages subject
to other license conditions. In case the use of such a software package might violate the Ii-
cence conditions immediately after written notice it is ensured that the underlying licence con-
ditions are met again.

If the underlying licence conditions relating to a specific software package require availibility
of the source code the package is provided electronically (email, download etc.) on requested.

The following table includes all uses software packages with the applicable underlying soft-
ware license conditions:

Package name Version Licence

Licence details

Patches

boost 1.60.0
busybox 1.24.1
bzip2 1.0.6

GPL
BSD

can-utils fOabaaachO0 GPL
a3f620f73dd
6fd716d7da
a3c36a8e3

cifs-utils 6.4
dhcpcd 6.10.1
dhcpdump 1.8

dosfstools 3.0.28
eeprog 0.7.6

GPL
BSD

GPL
GPL

http://www.boost.org/LICENSE_1 0.txt
v2

v2

v3

Copyright 2001, 2002 by Edwin Groothuis, edwin@ma-
vetju.org
All rights reserved.

Redistribution and use in source and binary forms, with or
without modification, are permitted provided that the fol-
lowing conditions are met:

1. Redistributions of source code must retain the above
copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials
provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND
CONTRIBUTORS TAS IS" AND ANY EXPRESS OR IM-
PLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABIL-
ITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDI-
RECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CON-
SEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIM-
ITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CON-
TRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF AD-
VISED OF THE POSSIBILITY OF SUCH DAMAGE.

v3

v2+

no

no

no

no

no

no

no

no

no
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Package name Version Licence Licence details Patches
ethtool 4.2 GPL v2 no
exfat 1.2.3 GPL v2+ no
exfat-utils 1.2.3 GPL v2+ no
freetype 2.6.2 GPL V2 no
gd 211 BSD no
genext2fs 1.4.1 - no
gzip 1.6 GPL v2 no
host-autoconf 2.69 GPL v3 no
host-au- 1.15 GPL v2 no
tomake

host-bison 3.04 GPL v3 no
host-dos2unix 7.3.1 BSD no
host- 1.42.13 GPL v2 no
e2fsprogs

host-flex 2.5.37 Flex carries the copyright used for BSD software, slightly no

modified because it originated at the Lawrence Berkeley
(not Livermore!) Laboratory, which operates under a con-
tract with the Department of Energy:

Copyright (c) 2001, 2002, 2003, 2004, 2005, 2006, 2007
The Flex Project.

Copyright (c) 1990, 1997 The Regents of the University of
California.

All rights reserved.

This code is derived from software contributed to Berkeley
by Vern Paxson.

The United States Government has rights in this work pur-
suant to contract no. DE-AC03-76SF00098 between the
United States Department of Energy and the University of
California.

Redistribution and use in source and binary forms, with or
without modification, are permitted provided that the fol-
lowing conditions are met:

1. Redistributions of source code must retain the above
copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials
provided with the distribution.

Neither the name of the University nor the names of its
contributors may be used to endorse or promote products
derived from this software without specific prior written per-
mission.

THIS SOFTWARE IS PROVIDED TAS IS" AND WITH-
OUT ANY EXPRESS OR IMPLIED WARRANTIES, IN-
CLUDING, WITHOUT LIMITATION, THE IMPLIED WAR-
RANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE.

This basically says "do whatever you please with this soft-
ware except remove this notice or take advantage of the
University's (or the flex authors') name".

Note that the "flex.skl" scanner skeleton carries no copy-
right notice. You are free to do whatever you please with
scanners generated using flex; for them, you are not even
bound by the above copyright.
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Package name Version Licence

Licence details

Patches

host-gen- 14.1
ext2fs

host-gettext 0.19.7
host-kmod 22
host-libffi 3.21

host-libglib2  2.46.2
host-libtool 2.46
host-libxmlI2 2.9.3

host-lzo 2.09
host-m4 1.4.17
host-mtd 1.5.2

host-ncurses 5.9

GPL

GPL
LGPL

LGPL
GPL

GPL
GPL
GPL

v2

v3
v2.1

libffi - Copyright (c) 1996-2014 Anthony Green, Red Hat,
Inc and others. See source files for details.

Permission is hereby granted, free of charge, to any per-
son obtaining a copy of this software and associated doc-
umentation files (the “*Software"), to deal in the Software
without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons
to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice
shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED “AS IS", WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, IN-
CLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT
SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIA-
BILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR
IN CONNECTION WITH THE SOFTWARE OR THE USE
OR OTHER DEALINGS IN THE SOFTWARE.

v2
v2

Copyright (C) 1998-2012 Daniel Veillard
All Rights Reserved.

Permission is hereby granted, free of charge, to any per-
son obtaining a copy of this software and associated doc-
umentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons
to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice
shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, IN-
CLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT
SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIA-
BILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR
IN CONNECTION WITH THE SOFTWARE OR THE USE
OR OTHER DEALINGS IN THE SOFTWARE.

v2
v3

v2

Copyright (c) 1998-2010,2011 Free Software Foundation,
Inc.

no

no

no

no

no

no

no

no

no

no

no
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Package name Version

Licence

Licence details

Patches

host-omap-u- 0.2.1
boot-utils

host-pkgconf 0.9.12

host-uboot- 2016.01

tools

host-zlib 1.2.8
hwdata 0.267
i2c-tools 3.1.2

igmpproxy 0.1

GPL

GPL

GPL
GPL
GPL

Permission is hereby granted, free of charge, to any per-
son obtaining a copy of this software and associated doc-
umentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, distribute
with modifications, sublicense, and/or sell copies of the
Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice
shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, IN-
CLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT
SHALL THE ABOVE COPYRIGHT HOLDERS BE LIABLE
FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CON-
NECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name(s) of the
above copyright holders shall not be used in advertising or
otherwise to promote the sale, use or other dealings in this
Software without prior written authorization.

v2

Copyright (c) 2011, 2012, 2013, 2014, 2015 pkgconf au-
thors (see AUTHORS).

Permission to use, copy, modify, and/or distribute this soft-
ware for any purpose with or without fee is hereby granted,
provided that the above copyright notice and this permis-
sion notice appear in all copies.

This software is provided 'as is' and without any warranty,
express or implied. In no event shall the authors be liable
for any damages arising from the use of this software.

v2+

Copyright (C) 1995-2017 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or im-
plied warranty. In no event will the authors be held liable
for any damages arising from the use of this software.

Permission is granted to anyone to use this software for
any purpose, including commercial applications, and to al-
ter it and redistribute it freely, subject to the following re-
strictions:

1. The origin of this software must not be misrepresented,;
you must not claim that you wrote the original software.
If you use this software in a product, an acknowledg-
ment in the product documentation would be appreci-
ated but is not required.

2. Altered source versions must be plainly marked as such,
and must not be misrepresented as being the original
software.

3. This notice may not be removed or altered from any
source distribution.

v2

v2

v2

no

no

no

no

no

no

no
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LIST OF OPEN SOURCE PACKAGES USED

Elektronik ‘ GmbH

Package name Version Licence Licence details Patches
ipkg 0.99.163 GPL v2 no
iproute2 4.4.0 GPL v2 no
iptables 1.6.0 GPL no
iputils 2.4.10 GPL v2 no
latencytop 0.5 GPL v2 no
libarchive 312 BSD no
libevent 2.0.22 3-clause http://libevent.org/LICENSE.txt no
BSD
libffi 3.21 MIT License no
libfuse 295 GPL no
libglib2 2.46.2 LGPL v2+ no
libnl 3.2.27 GPL no
linux 4.1.13- GPL v2 yes
g8dc6617
linuxptp 1.8 GPL v2 yes
libpcap 1.7.4 2-clause no
BSD
libpng 1.6.21 http://www.libpng.ora/pub/pna/src/libpng-LICENSE.txt no
libselinux 2.1.13
libsepol 21.9 LGPL v2.1
libserial 0.6.0rc2 GPL v3 no
libserialport 0.1.1 GPL v3 no
libsocketcan  0.0.10 LGPL v2.1 no
libsysfs 2.1.0 LGPL v2.1 no
libusb 1.0.19 LGPL v2 no
libxml12 293 MIT License no
libzip 0.11.2 BSD no
lighttpd 1.4.39 3-clause no
BSD
Im-sensors 3.4.0 LGPL v2.1 no
Ishw B.02.17 GPL v2 no
lua 5.3.2 MIT License no
1zo 2.09 GPL v2 no
Izop 1.03 GPL v2 no
memstat 1.0 MIT License no
mii-diag 211 GPL no
minicom 2.7 GPL v2 no
mmc-utils GPL v2 no
mtd 152 GPL v2 no
nano 251 GPL no
nanocom 1.0 GPL no
ncftp 3.25 http://www.ncftp.com/ncftp/doc/LICENSE. txt no
ncurses 5.9 Permissive  Copyright (c) 1998-2004,2006 Free Software Foundation, no
free soft- Inc.
ware licence Permission is hereby granted, free of charge, to any per-
son obtaining a copy of this software and associated doc-
umentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights to
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Package name Version

Licence

Licence details

Patches

netsnmp

netstat-nat

ntp

openssh
openssl
opkg
pcre

popt

pps-tools

prp

573

1.4.10
4.2.8p10

7.1p2
1.0.2¢g
0.3.1
8.38
1.16

0deb9c7e13
5e9380a6d0
9e9d2e938a
146bb698c8

1.4

BSD
(mehrere)

GPL
NTP

BSD
Dual
GPL
BSD

GNU Free
Documenta-
tion License

GPL

Permissive
free soft-
ware licence

use, copy, modify, merge, publish, distribute, distribute
with modifications, sublicense, and/or sell copies of the
Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice
shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, IN-
CLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT
SHALL THE ABOVE COPYRIGHT HOLDERS BE LIABLE
FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CON-
NECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name(s) of the
above copyright holders shall not be used in advertising or
otherwise to promote the sale, use or other dealings in this
Software without prior written authorization.

http://net-snmp.sourceforge.net/about/license.html

Copyright (c) University of Delaware 1992-2011

Permission to use, copy, modify, and distribute this soft-
ware and its documentation for any purpose with or without
fee is hereby granted, provided that the above copyright
notice appears in all copies and that both the copyright no-
tice and this permission notice appear in supporting docu-
mentation, and that the name University of Delaware not
be used in advertising or Publicity pertaining to distribution
of the software without specific, written prior permission.
The University of Delaware makes no representations
about the suitability this software for any purpose. It is pro-
vided "as is" without express or implied warranty.

http://www.openssl.org/source/license.html

v2

V1.3

v2

Copyright (c) 2007, Institute of Embedded Systems at Zur-
ich University of Applied Sciences (http://ines.zhaw.ch)

Redistribution and use in source and binary forms, with or
without modification, are permitted provided that the fol-
lowing conditions are met:

- Redistributions of source code must retain the above cop-
yright notice, this list of conditions and the following dis-
claimer.

- Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials
provided with the distribution.

no

no

yes (6)

no
no
no
no

no

no

yes
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Elektronik ‘ GmbH

Package name Version Licence

Licence details

Patches

rsync 3.1.2

setools 3.3.8

setserial 2.17

spidev_test V3.0

GPL

GPLv2,
LGPLv2.1

GPL
GPL

sqlite 3100200 Public do-

sshpass 1.05

start-stop- 1.18.4
daemon

statserial 1.1
sudo 1.8.15
sysstat 11.2.0

main
GPL
GPL

GPL
ISC-style
GPL

ti-tools 06dbdb2727
354b5f3ad7
c723897f40
051fddee49

- Neither the name of the Zurich University of Applied Sci-
ences nor the names of its contributors may be used to
endorse or promote products derived from this software
without specific prior written permission.

v2

v2

http://www.sudo.ws/sudol/license.html
v2

Copyright(c) 1998 - 2010 Texas Instruments. All rights re-
served.
All rights reserved.

Base on code from

Copyright (c) 2007, 2008, Johannes Berg
johannes@sipsolutions.net

Copyright (c) 2007, Andy Lutomirski
Copyright (c) 2007, Mike Kershaw
Copyright (c) 2008-2009, Luis R. Rodriguez

mcgrof@gmail.com
Redistribution and use in source and binary forms, with or

without modification, are permitted provided that the fol-
lowing conditions are met:

* Redistributions of source code must retain the above
copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials
provided with the distribution.

* Neither the name Texas Instruments nor the names of
its
contributors may be used to endorse or promote products

derived from this software without specific prior written per-
mission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT
HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EX-
PRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICU-
LAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAM-
AGES (INCLUDING, BUT NOT LIMITED TO, PROCURE-
MENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTER-
RUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIA-
BILITY, OR TORT (INCLUDING NEGLIGENCE OR OTH-
ERWISE) ARISING IN ANY WAY OUT OF THE USE OF

no

no

no

no

no

no

no

no

no

no

no

7052RC Network Management Server - V01.00

hopf Elektronik GmbH
Nottebohmstr. 41 + D-58511 Ludenscheid -

Tel.: +49 (0)2351 9386-86 -«

97 /98

Fax: +49 (0)2351 9386-93 -+ Internet: http://www.hopf.com < E-Mail: info@hopf.com


mailto:johannes@sipsolutions.net
mailto:mcgrof@gmail.com

LIST OF OPEN SOURCE PACKAGES USED Opf
Elektronik GmbH

Package name Version Licence Licence details Patches

THIS SOFTWARE, EVEN IF ADVISED OF THE POSSI-
BILITY OF SUCH DAMAGE.

uboot 2010.06 GPL v2 no
uboot-tools 2016.01 GPL v2 no
usb_modeswit 2.2.6 GPL v2 no
ch
usb_modeswit 20151101 GPL v2 no
ch_data
util-linux 2.27.1 GPL v2 no
zlib 1.2.8 Permissive  http://www.gzip.org/zlib/zlib_license.html no
free soft-
ware licence
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